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FOREWORD

We are pleased to provide our Fiscal Year 2005 Annual Plan. This document outlines the
major initiatives, priorities, and challenges of our office in assisting the Department of the
Treasury with fulfilling its mission.

The projects described in this Annual Plan represent the best collective judgment by our
office of the areas of known or emerging risk and vulnerabilities of the Department, based
on our planning process. To achieve the maximum benefit of this Annual Plan, we
strongly encourage Treasury and bureau management to use it as a guidepost, or
roadmap, to identify areas for self-assessment and to take corrective measures when
vulnerabilities and control weaknesses are identified. This is especially important for those
audit issues we have identified as significant but, because of our resources, we do not
expect to address this year.

December 2004

TREASURY OIG FiscAL YEAR 2005 ANNUAL PLAN

Page i



This page intentionally left blank.

TREASURY OIG FiscAL YEAR 2005 ANNUAL PLAN

Page ii



CONTENTS

20T =Y,V o T o
L0 T YT
INErOAUCTION et e
BacCKgroUNd. ... .o
Organizational Structure and Fiscal Resources..........ccooviiviiiiiinnnnns
OIG Performance MEaSUIES .....uuiiuiiiiiiie i it e e ae e iaeaaeans
OIG Component Organizations and Fiscal Year 2005 Initiatives ..................
OFfice OFf AUIT o e
Office of INVeSTIgatioNs .....cvviiiiii i e
Office Of COUNSEl....ciiiii i s
Office of Management. ... ..o e
OIG Issue Areas and Planned Audit Projects..............cccooiiiiiiiiiiiiiiene.
Introduction, Management Challenges, and Administration Initiatives .
Treasury General Management and Infrastructure Support
Financial Management .........cooiiiiiiiiiii e
Information Systems SecCuUrity .....coocviiiiiiiiiiiiii e
General Management ......ooiiiiiiiii i e
Terrorist Financing, Money Laundering, and Foreign Assets Control ...
Government-wide Financial Services and Debt Management .............
Safety, Soundness, and Accessibility of Financial Services ...............
Revenue Collection and Industry Regulation ...t
Bill and Coin Manufacturing, Marketing, and Distribution Operations ..
Domestic and International Assistance Programs ...........cccccevviinenn...
Appendixes

Appendix A: Office of Audit Fiscal Year 2005 Resource Allocation
Appendix B: Index of Fiscal Year 2005 In Progress and Planned

New Audits by Issue Area.......cocovviiiiiiiiiiiiiiniinens
Appendix C: Index of Fiscal Year 2005 In Progress and Planned

New Audits by Bureau/Office ........covvvviiiiiiiiiiiinnnns
Appendix D: Index of Office of Audit Projects Under Consideration

for Future Annual Plans ...

FAN o] o] =3 VA= (o] -

TREASURY OIG FiscAL YEAR 2005 AnNnNuUAL P

Page iii

LAN



This page intentionally left blank.

TREASURY OIG FiscAL YEAR 2005 ANNUAL PLAN

Page iv



OVERVIEW

Introduction

This planning document outlines the major initiatives, priorities, and challenges of our
office to assist the Department of the Treasury in fulfilling its mission, priorities, and
plans. This planning document further provides senior officials of the Department,
Members of Congress, and other stakeholders with a greater understanding of who we
are, what we do, and what our intended work will be for fiscal year 2005.

The four components of the Office of Inspector General (Management, Counsel,
Investigations, and Audit) made contributions to the development of this plan. Each
component is described along with its function, role, organizational structure, and the
expected challenges each respective workforce may encounter in fiscal year 2005.

Background

In 1989, the Secretary of the Treasury, as a result of the 1988 amendments to the
Inspector General (IG) Act, established the Office of Inspector General (OIG).

Section 2 of the IG Act sets out the following major duties and responsibilities of the
OIG:

®  Conduct and supervise audits and investigations.

®" Provide leadership and coordination of policies that: (1) promote economy,
efficiency, and effectiveness in Treasury programs and operations; and
(2) prevent and detect fraud and abuse in Treasury programs and operations.

®  Provide a means for keeping the Secretary and the Congress fully and currently
informed about problems and deficiencies in Treasury programs and operations.

®  Submit semiannual reports to the Congress, through the Secretary of the
Treasury, summarizing the activities of the OIG during the preceding period that
disclose problems, abuses, and deficiencies in the administration of Treasury
programs and operations. These semiannual reports also discuss the
recommendations for corrective action made by the IG.

The OIG is headed by an Inspector General who is appointed by the President, with the
advice and consent of the Senate. The Inspector General exercises the above duties and
responsibilities for the Department of the Treasury operations, with the exception of the
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Internal Revenue Service (IRS).! Specifically, the Treasury OIG has jurisdiction over the
following Treasury bureaus:

= Alcohol and Tobacco Tax and Trade Bureau (TTB) — enforces and administers
laws covering the production, use, and distribution of alcohol and tobacco
products. TTB also collects excise taxes for firearms and ammunition.

= Bureau of Engraving and Printing (BEP) — produces U.S. currency, postage
stamps, and other government securities. The BEP also redeems damaged or
mutilated currency for the public.

=  Bureau of the Public Debt (BPD) — borrows the money needed to operate the
federal government and accounts for the resulting debt. BPD also administers
the public debt by issuing and servicing U.S. Treasury marketable, saving, and
special purpose securities.

®" Financial Crimes Enforcement Network (FInCEN) - collects, analyzes, and shares
information to support law enforcement investigative efforts and foster
interagency and global cooperation against domestic and international financial
crimes.

®"  Financial Management Service (FMS) — provides central payment services for all
Executive Branch agencies, operates the federal government’s collections and
deposit systems, provides government-wide accounting and accounting
services, and manages the collection of delinquent non-tax debt owed to the
government.

=  U.S. Mint (Mint) — produces circulating coinage for use by the general
population; produces and sells commemorative, numismatic, and investment
products; and protects U.S. Treasury precious metals and other monetary assets
held in the custody of the Mint.

= Office of the Comptroller of the Currency (OCC) — charters, regulates, and
supervises national banks to ensure a safe, sound, and competitive banking
system.

= Office of Thrift Supervision (OTS) — charters, regulates, and examines federal
thrift institutions to ensure their safety and soundness.

" In 1998, through the Internal Revenue Service Restructuring and Reform Act of 1998, Congress established the Treasury
Inspector General for Tax Administration (TIGTA), which exercises IG authority for the IRS.
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In addition to the above bureaus, other offices and programs under our office’s
jurisdiction include:

Departmental Offices (DO) — formulates policy and manages Treasury
operations.

Office of Terrorism and Financial Intelligence (TFl) — develops and implements
U.S. government strategies to combat terrorist financing domestically and
internationally, and develops and implements the National Money Laundering
Strategy as well as other policies and programs to fight financial crimes.
Reporting to TFI are FinCEN, the Office of Foreign Assets Control (OFAC), and
the Treasury Executive Office for Asset Forfeiture (TEOAF). OFAC administers
and enforces economic and trade sanctions based on U.S. foreign policy and
national security goals against targeted foreign countries, terrorists, international
narcotics traffickers, and those engaged in activities related to the proliferation
of weapons of mass destruction. TEOAF manages the Treasury Forfeiture Fund
(TFF), which supports Treasury’s national asset forfeiture program in a manner
that results in federal law enforcement’s continued effective use of asset
forfeiture as a law enforcement sanction to punish and deter criminal activity.

Office of International Affairs (OlA) — advises and assists in the formulation and
execution of U.S. international economic and financial policy, including the
development of policies with respect to international financial, economic,
monetary, trade, investment, bilateral aid, environment, debt, development, and
energy programs, including U.S. participation in international financial
institutions.

Exchange Stabilization Fund (ESF) — through the Secretary of the Treasury,
deals in gold and foreign exchange and other instruments of credit and securities
as deemed necessary, consistent with U.S. obligations in the International
Monetary Fund, regarding orderly exchange arrangements and a stable system
of exchange rates.

Community Development Financial Institutions (CDFI) Fund - provides equity
investments, grants, loans, and technical assistance to new and existing
community development financial institutions; provides grants to insured
depository institutions to facilitate investment in CDFI and increase community
lending activities; and administers the New Markets Tax Credit Program by
providing allocations of tax credits to Community Development Entities (CDE),
which in turn provide the tax credits to entities that invest in the CDE.

TREASURY OIG FiscAL YEAR 2005 ANNUAL PLAN

Page 3



OVERVIEW

® Federal Financing Bank (FFB) — provides federal and federally-assisted
borrowing, primarily to finance direct agency activities such as the construction
of federal buildings by the General Services Administration and meeting the
financing requirements of the U.S. Postal Service, and ensures the coordination
of such borrowing from the public in a manner least disruptive to private
financial markets and institutions.

= Office of D.C. Pensions — makes federal benefit payments associated with the
District of Columbia retirement programs for police officers, firefighters,
teachers, and judges.

®  Treasury Franchise Fund - as authorized by the Government Management
Reform Act and other legislation, provides administrative support services on a
competitive, fee for service, and full-cost basis. Currently, the Treasury
Franchise Fund consists of four separate business activities: FedSource, the
Federal Consulting Group, Treasury Agency Services, and the Administrative
Resource Center.

= Air Transportation Stabilization Board (ATSB) - issues federal credit instruments
(loan guarantees) to assist air carriers that suffered losses as a result of the
terrorist attacks on September 11, 2001.

Established in one Department, these entities have broad and complex responsibilities
to promote prosperous and stable U.S. and World economies; preserve the integrity of
financial systems; manage the government’s finances effectively; and manage
Treasury resources efficiently to accomplish the mission and provide quality customer
service.

Organizational Structure and

Fiscal Resources

As previously stated, an Inspector General heads the OIG. Serving with the Inspector

General in the immediate office is the Deputy Inspector General. The Deputy Inspector
General shares responsibility for the leadership of the OIG workforce and management
of the OIG’s resources.

The OIG is structured into four components with its headquarters in Washington, D.C.
The four components include:
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= Office of Audit

= Office of Investigations
= Office of Counsel

= Office of Management

For fiscal year 2005, the OIG’s budgetary resources are $16.368 million. For fiscal
year 2004, the OIG’s budgetary resources were $13 million.

OlIG Performance Measures

The OIG established performance measures for two programs which are discussed
below.

Office of Audit
Program Performance Measures

Audit Performance Measure 1 — During fiscal year 2005, 100 percent of audits and
evaluations sampled will meet applicable standards.

The IG Act requires that our audits be conducted in accordance with Government
Auditing Standards issued by the Comptroller General of the United States. OIG
evaluations are conducted in accordance with the Quality Standards for Inspections
issued by the President’s Council on Integrity and Efficiency (PCIE). The purpose of
these standards is to ensure that users of our audits and evaluations have confidence
that the work is objective and credible.

Audit Performance Measure 2 — 53 audits and evaluations are expected to be
completed during fiscal year 2005.

The purposes of our audits and evaluations are to: (1) promote economy, efficiency,
and effectiveness of Treasury programs and operations; (2) prevent and detect fraud,
waste, and abuse in those programs and operations; and (3) keep the Secretary and

the Congress fully informed. Audits and evaluations are also a key element in fulfilling

the government’s duty to be accountable to the public.

Audit Performance Measure 3 — During fiscal year 2005, 100 percent of audits
required by statute will be completed by the required date.

Underlying legislation mandating certain audit work generally prescribes, or authorizes
the Office of Management and Budget (OMB) to prescribe, the required completion
date for recurring audits, such as those for annual audited financial statements. For
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other types of mandated audit work, such as a material loss review (MLR) of a failed
financial institution, the legislation generally prescribes a timeframe to issue a report
(6 months for an MLR, as an example) from the date of an event that triggers the
audit.

In addition to the above performance measures, we will also report the following Office
of Audit workload measure:

Audit Workload Measure — Monetary Benefits Identified.

Our audits and evaluations may identify questioned costs, recommendations that funds
be put to better use, or revenue enhancements. Our audit and evaluation reports
include, where appropriate, a schedule of the estimated monetary benefits expected to
be achieved through implementation of the report recommendations.

Office of Investigations
Program Performance Measures

Investigative Performance Measure 1 - 700 percent of investigations sampled will meet
PCIE standards.

Investigative Performance Measure 2 — Refer investigations for timely judicial action.

Our goal is to consult with or preliminarily refer to criminal prosecutors and/or civil
litigators within 120 days of case initiation in order to enhance the likelihood of
acceptance for judicial action within 1 year.

Investigative Performance Measure 3 — Refer investigations for timely corrective
administrative action.

Our goal is to refer cases to Treasury officials for administrative action, to include
discipline, suspension and debarment, and to mitigate and correct vulnerabilities of
Treasury programs and operations.
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OIG ComMPONENT ORGANIZATIONS AND FiscAL YEAR 2005 INITIATIVES

The following section describes the function, organizational structure, priorities, and
fiscal year 2005 initiatives for the four components of the OIG.

Office of Audit

The Assistant Inspector General for Audit (AIGA) is responsible for supervising auditing
activities relating to Treasury programs and operations.

The Office of Audit conducts or oversees the conduct of performance, financial,
information technology, and contract audits as well as evaluations. The purpose of
these audits and evaluations is to improve the quality, reduce the cost, and increase
the integrity of Treasury's programs and operations. The work of the Office is
performed in compliance with the standards and guidelines established by the
Comptroller General of the United States and the PCIE.

Organizational Structure The AIGA has two deputies—one for Performance Audits and
the other for Financial Management and Information Technology Audits. In addition,
the AIGA's immediate office includes staff responsible for policy, planning, and quality
assurance. These offices are located in Washington, D.C. The Office of Audit has
two field offices, located in Boston and San Francisco.

In addition to its authorized full-time equivalent ceiling, the Office of Audit uses
Independent Public Accounting (IPA) firms under contract to perform a substantial
portion of the financial statement audits of Treasury bureaus and activities required
pursuant to the Chief Financial Officer (CFO) Act, the Government Management
Reform Act (GMRA), and other statutes. The Office also uses a contracted IPA to
perform the required annual independent evaluation of the Department’s information
security program and practices for its unclassified systems.

Performance Audit

Under the management and direction of the Deputy Assistant Inspector General for
Performance Audit are four Directors of Audit. The Directors of Audit are responsible
for performance audits conducted by Washington, D.C., and field office staff as well
as coordinating audit planning for their assigned functional areas to ensure that audits
of highest priority are included in the annual plan. The functional areas of the Directors
are described below:

Director, Banking and Fiscal Service provides nationwide leadership for performance
audits of OCC, OTS, CDFI Fund, TFI, FinCEN, OFAC, other banking-related Treasury
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components, FMS, BPD, and OIA. The Director is also responsible for managing
OIG’s responsibilities under the Single Audit Act.

Director, Revenue/Departmental Offices/Manufacturing/Procurement provides
nationwide leadership for performance audits of TTB, BEP, the Mint, and Treasury’s
Departmental Offices, as well as for performance audits of procurement activities at
all Treasury bureaus and offices. The Director is also responsible for managing
OIG’s contract audit function.

Director, Eastern Field Audit Office plans and leads national audits of the operations
in all Treasury bureaus with a concentration of work in TTB, FinCEN, and OFAC.

Director, Western Field Audit Office plans and leads national audits of the
operations in all Treasury bureaus with a concentration of work in OCC, OTS, and
FinCEN.

Financial Management and Information Technology Audit

Under the management and direction of the Deputy Assistant Inspector General for
Financial Management and Information Technology Audit are two Directors of Audit.
The Directors are responsible for audits performed by Washington, D.C. staff and for
oversight of work performed by contracted IPA firms. Also, they are responsible for
planning the audits in their assigned functional areas to ensure that audits of highest
priority are included in the annual plan. The functional areas by Director are described
below:

Director, Consolidated Financial Audit is responsible for performing or providing
contractor oversight of the annual audit of the Department's consolidated financial
statements pursuant to the CFO Act and GMRA, and performing or providing
contractor oversight for audits of other components or activities that are material to
Treasury or are required to be audited by other statutes. The Director coordinates
with the U.S. Government Accountability Office (GAQ) with respect to its audits of
IRS and the Public Debt, as the IRS and Public Debt accounts are included in the
Department's consolidated financial statements.

Director, Information Technology Audit conducts or provides contractor oversight of
reviews of the acquisition, use, and disposal of complex computer and other
information technology systems, and the overall management of information
technology as a capital and managerial asset of the Department. The reviews are
performed to ensure that the systems are effective, efficient, productive, and
economical; contain adequate safeguards to protect the data integrity and data
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processing; consistently support Treasury needs; and are developed and operated in
accordance with applicable policies, standards, and procedures.

Fiscal Year 2005 Planning Approach This plan reflects our effort to provide
appropriate audit and evaluation coverage to Treasury and its bureaus given our
available resources. In formulating the plan, we considered: (a) observations and
suggestions by our managers, auditors, evaluators, and investigators; (b) Treasury’s
fiscal year 2005 budget priorities; and (c) recent Congressional activity, testimony by
Treasury officials, and remarks indicating significant areas of interest by Treasury,
OMB, and Congressional officials and staff.

Key features of this plan include:

" Perspective — The plan emphasizes the issues of greatest significance to the
Department rather than to individual bureaus.

" Customer and Stakeholder Participation — Our draft plan was provided to
Treasury officials for comment. The Directors and their staffs met with
Department and bureau officials and staff throughout the year to solicit audit
suggestions. In addition to Treasury officials, we solicited input from other
interested staff from OMB, various congressional committees, and GAO.

" Responsiveness — The plan will be subject to revision throughout the year to
accommodate new legislative requirements, changing bureau missions, and
unforeseeable events or high priority requests for our audit services.

®  Continuity — The plan is a dynamic document that will be updated and
continued beyond fiscal year 2005. With current resources, we are only able to
perform a limited number of audits that are not mandated.

Audit Priorities for Fiscal Year 2005

Priority 1 — Audit products mandated by law.

Our office must allocate significant resources to meet legislative requirements which
are principally related to (1) audited financial statements and financial-related review
work, (2) information security, and (3) in certain instances, failed financial institutions.
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Priority 2 — Audit products that support the President’s Management Agenda.

We recognize that the President’s Management Agenda (PMA) parallels our mission of
improving the economy, effectiveness, and efficiency of the Department's programs
and operations. Accordingly, for fiscal year 2005 we have included audits to assess
the Department's progress in addressing the PMA's five government-wide initiatives
(Strategic Management of Human Capital, Competitive Sourcing, Improved Financial
Performance, Expanded Electronic Government, and Budget and Performance
Integration).

Priority 3 — Audit products that address serious deficiencies or high risks in the
Department’s programs and operations.

We will undertake audits during fiscal year 2005 to assess the Department's progress
in addressing significant known and potential vulnerabilities. Principal areas that will
be a continued focus of our office are IT security and Terrorist Financing/Money
Laundering, and a significant body of work is planned in these areas.

Relationship of Audit Plan to Treasury Strategic Plan The mission of the Department of
the Treasury, as stated in its strategic plan for fiscal years 2003-2008, is to promote
the conditions for prosperity and stability in the U.S. and encourage prosperity and
stability in the rest of the world. To accomplish this mission, the Department identified
five strategic goals. As part of our audit planning process, we identified seven core
“issue areas,” which address one or several Treasury strategic goals. The linkage of
OIG issue areas to the Department’s goals that they principally address follows:

Treasury Strategic Goal OIG Issue Area

Promote Prosperous U.S. and World o« Domestic and International Assistance

Economies Programs

Promote Stable U.S. and World Economies ¢ Bill and Coin Manufacturing, Marketing,
and Distribution Operations

Preserve the Integrity of Financial Systems « Terrorist Financing, Money Laundering,
and Foreign Assets Control

« Safety, Soundness, and Accessibility of

Financial Services

Manage the Government's Finances « Government-wide Financial Services and
Effectively Debt Management
« Revenue Collection and Industry
Regulation
Ensure Professionalism, Excellence, e Treasury General Management and
Integrity, and Accountability in the Infrastructure Support

Management and Conduct of the
Department of the Treasury
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It should be noted that the Treasury General Management and Infrastructure Support
issue area crosscuts all of the Department’s strategic goals. It encompasses such
activities as financial management, information technology security, major systems and
other capital investments, human capital, initiatives to identify and reduce improper
payments, and procurement.

Audit Initiatives for Fiscal Year 2005 Through our planning process, we identified 51
new projects that we will undertake during fiscal year 2005. We will also complete
work on 11 projects started during fiscal year 2004. Additionally, we identified 73
high-priority projects that due to our resources must be deferred to a future year. Our
in-process and planned work and projects for future consideration are identified in more
detail in the “OIG Issue Areas and Planned Audit Projects” section of this Annual Plan.

As a major initiative, the Office of Audit is in the process of implementing a
commercial-off-the-shelf electronic working papers system. Started in fiscal year
2004, we anticipate full implementation of the system will take about 2 years. While
the initial system set-up and training of staff will be resource-intensive in the short
term, we believe the efficiencies to be gained through greater standardization of our
audit processes will result in significant productivity gains in the future.

Office of Investigations

The Assistant Inspector General for Investigations (AlGl) is the Treasury Inspector
General’s senior law enforcement official responsible for the overall investigative and
oversight activities of the OIG relating to the programs and operations of the
Department of the Treasury, except for the IRS.

During fiscal year 2004, we made necessary and, in certain cases, comprehensive
changes to our structure, organization, and business practices so that we are well-
positioned carry out our mandates and fulfill our mission. Thus, we have constructed a
comprehensive annual plan that integrates this office’s responsibilities with those of
the Department’s programs and operations.

Organizational Structure The AIGI is supported by a Deputy Assistant Inspector
General for Investigations. During fiscal year 2004, Ol reorganized into two divisions —
the Investigations Division and Operations Division. At present, the office responds to
all allegations of fraud and other crimes from our office in Washington, D.C.

The Role of Investigations Ol’s role within the OIG is to conduct and provide oversight
of investigations relating to programs and operations of the Department and its
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bureaus. Ol is responsible for the prevention, detection, and investigation of fraud,
waste, and abuse in Treasury programs and operations.

Types of investigations conducted by Ol include allegations of serious employee
misconduct, procurement fraud, and other criminal acts perpetrated by Treasury
employees and/or external parties. Ol receives and investigates complaints or
information from employees, contractors, members of the public, and Congress
alleging criminal or other misconduct constituting a violation of laws, rules, or
regulations.

The type of work Ol performs is both reactive and proactive. The majority of the work
involves responding to and mitigating ongoing criminal activity by conducting,
supervising, or otherwise overseeing investigations involving fraud and other crimes.
Proactively, Ol exercises a law enforcement or criminal investigative-oriented
leadership role designed to engage and support Treasury’s bureaus and offices. As a
team, our collective objective is to prevent or deter and detect or identify activities that
range from improper to illegal conduct. Together, our collective efforts ensure the
Secretary and Congress are kept fully and currently informed.

In accordance with the IG Act, the Treasury OIG’s primary responsibility is to counter
wasteful and abusive practices. However, the IG Act also empowered the IG
community with the responsibility to combat fraud as well. As such, the Treasury OIG
has concurrent responsibility with the Federal Bureau of Investigation (FBI) to combat
fraud and other crimes that occur within and/or are directed against the Department’s
programs and operations. Therefore, a significant amount of our work has the
potential to be investigated jointly with the FBI and other federal law enforcement
partners — often in a task force setting worked in close cooperation with the U.S.
Department of Justice (DOJ).

Because the IG community is responsible for the programs and operations of their
respective departments or agencies, we work fraud and other crimes that relate to the
government’s programs and operations — occurring within and as directed against the
government. As such crime often involves perpetrators who are either on the inside
(i.e., government employees or contractors) or are on the outside acting either alone or
in collusion with another to obtain access to inside information or resources (i.e., the
regulated community, external parties, and the public at large), the top investigative
priority of the Treasury OIG is to seek out and rectify criminal employee misconduct
across the Department’s programs and operations.
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Challenges

Resources

Sufficient resources remains our top management challenge. Accordingly, we continue
to work closely with Treasury’s senior leadership and OMB to address the remaining
investigative programmatic needs for FY 2006 and beyond.

Articulating Roles and Responsibility for Investigative Programs and Operations

The Department has regulatory enforcement programs that are statutorily authorized to
bring administrative and civil actions (e.g., OCC, OTS, TTB, OFAC), but lack either
statutory authority or an in-house criminal enforcement capability. The statutory
authority of the Treasury OIG, pursuant to the IG Act, grants the responsibility to
combat fraud and other crimes against or within Treasury programs and operations — in
particular, where a regulatory enforcement program lacks a criminal investigative
statutory authority or criminal enforcement capability (i.e., an authorized program has
not been implemented).

Investigative Priorities for Fiscal Year 2005 We are committed to developing a
vigorous, comprehensive, and capable investigative program that contributes to the
Secretary’s ability to excel in all of his top priority policy areas. In this regard, the
following four overarching investigative priorities are intended to detect and prevent
fraud and other crimes against the Department’s programs and operations.

Priority 1 — Criminal and Serious Employee Misconduct

Investigating complaints involving the alleged criminal and other serious misconduct by
employees of the Department is our highest investigative priority. Ol investigates
criminal violations of the general crimes found in Title 18 of the United States Code
and other federal criminal violations, the Ethics in Government Act, and any other act
of serious misconduct prohibited by the Standards of Ethical Conduct for Employees of
the Executive Branch. In addition, several bureaus and offices of the Department have
additional rules and regulations relating to ethical standards for their own employees.

Ol produces reports of investigations which refer criminal and other serious employee
misconduct matters to DOJ for criminal prosecution or, upon declination, to the
Department’s legal and personnel professionals for administrative adjudication that
ranges from verbal reprimands to letters of counseling, suspension, demotion, and
removal.
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Priority 2 — Fraud Involving Contracts, Grants, Guarantees, and Funds

We conduct investigations into allegations of fraud and other crimes involving Treasury
contracts, grants, guarantees, and federal funds. Such allegations often involve
contractors who are providing or seeking to provide goods or services to the
Department. Complaints are received from employees, contractors, members of the
public, and the Congress alleging criminal or other misconduct constituting a violation
of laws, rules, or regulations.

Priority 3 — Financial Programs and Operations Crime

The Treasury OIG conducts and supervises a wide variety of investigations relating to
the programs and operations of the Department. The Department’s programs include
the issuance of licenses, providing benefits, and exercising oversight of this country’s
financial institutions. Such investigations are usually conducted jointly with the United
States Secret Service, Federal Deposit Insurance Corporation (FDIC) OIG, FBI, and
DOJ.

Priority 4 — Homeland Security and Fiscal Protection

Treasury has an important role in securing the homeland’s financial sector. Proactive
efforts by this office focus on detecting, investigating, and detering electronic crimes
and addressing threats to the Department’s critical infrastructure.

Relationship of Investigative Priorities to the Department’s Top Priorities The four
overarching investigative priorities are intended to detect and prevent fraud and other
crimes against the Department’s programs and operations. The following chart
identifies the Secretary of the Treasury’s top policy priorities for fiscal year 2005 with
a cross-walk to our investigative priorities as they principally relate to those policy
priorities.
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OIG Investigative Priorities

Secretary’s Fiscal Year 2005

Top Policy Priorities Criminal and Fraud Involving
Serious

Employee
Misconduct

Financial
Contracts, Homeland

Grants, Programs and Security and

eration . .
Guarantees, and Ly ., S Fiscal Protection
Crimes

Funds

Promoting Prosperous and Stable
U.S. and World Economies J J

Maintaining Public Trust and

Confidence in Our Economic and N N N
Financial Systems

Fighting the War on Terrorism and

Safeguarding Our Financial Systems N

Ensuring Professionalism, Excellence,
Integrity and Accountability in N 4
Management of Treasury

Investigative Products The following table depicts the OIG product and service line, or
tools, we use to implement the investigative priorities and initiatives.

. . o Remedy Support
Product/Service Definition y L

Investigation An investigation or inquiry conducted
under the cognizant criminal, civil or N N N
administrative standards.

Management A report identifying policy or systemic

Implication Report deficiencies, vulnerabilities and N N

conditions which leave a program or
office susceptible to fraud.

Quality Assurance A review or spot check intended to

Review assess compliance with law, rules and N N
regulations, and or policy.

Awareness Briefings Presentation that provides and
understanding of ethical conduct, red N
flags of misconduct to employees and
contractors.

Communication Ol will continue to enhance and promote the OIG Hotline program as a
mechanism that employees can use to report instances of waste, fraud, and abuse
relating to Treasury’s programs and operations. The OIG website will offer individuals
the opportunity to forward complaints and allegations directly to the OIG.
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Office of Counsel

The Counsel to the Inspector General serves as the senior legal and policy adviser to
the Inspector General, Deputy Inspector General, and the Assistant Inspectors General.
The Counsel has responsibility for all legal work in the OIG.

The Role of the Office of Counsel The Office of Counsel provides legal advice on
issues arising during the statutorily mandated investigative, oversight, and audit
activities conducted by the Offices of Audit and Investigations. In addition, the Office
of Counsel provides legal advice on issues concerning government contracts,
appropriations, budget formulation and execution, disclosure, records retention, tax
information safeguards, equal employment opportunity, and personnel law. The office
represents the OIG in administrative proceedings before the Merit Systems Protection
Board (MSPB) and the Equal Employment Opportunity Commission (EEOC).

The office manages the OIG ethics program, which includes financial disclosure,
training, and advice on the governing law and regulations. In the area of disclosure
law, the Office of Counsel manages the OIG’s Freedom of Information Act (FOIA) and
Privacy Act programs. The Office of Counsel also coordinates document requests from
Congress and from litigation, as well as responding to Giglio? requests from the
Department of Justice for information on Treasury personnel.

Counsel Initiatives for Fiscal Year 2005 The Office of Counsel will support OIG
investigative, oversight, and audit activities by responding to requests for legal advice,
and through reviewing and processing requests for the issuance of Inspector General
subpoenas. In the area of disclosure, the Office of Counsel will focus resources to
provide timely responses to FOIA and Privacy Act requests, and to carry out its
litigation responsibilities in MSPB and EEOC cases. Based upon past experience, the
Office of Counsel expects to process 50 initial FOIA/Privacy Act requests and 10
appeals from those initial responses. In the area of electronic FOIA, the Office of
Counsel expects to review approximately 50 audit, evaluation, and oversight reports
for posting on the OIG web site. To reflect changes to the OIG’s structure and
jurisdiction as a result of the divestiture of programs and personnel pursuant to the
Homeland Security Act, the Office of Counsel will amend the Privacy Act systems of
records notices for both OIG’s investigative and administrative records systems, and
will continue to coordinate with the Department in updating the Treasury Order and

2 Giglio v. United States, 405 U.S. 150 (1972), requires the Government to provide potential
impeachment evidence to criminal defendants about government employees who may testify at their
trials. Such evidence generally includes specific instances of proven misconduct, evidence of reputation
for credibility, prior inconsistent statements, and evidence suggesting bias.
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Directives that establish and define the OIG’s authority, responsibility, and
organization. Finally, the Office of Counsel will respond to Giglio requests, coordinate
responses to document requests from Congress, and respond to discovery requests
arising from litigation involving the Department and its bureaus. The Office of Counsel
will provide training on the IG Act and other subjects in connection with new employee
orientation and in-service training. The Office will obtain necessary training in order to
provide advice in emerging areas of OIG responsibility. As statutorily mandated, the
Office will review legislative and regulatory proposals and, where appropriate, will
coordinate comments.

Office of Management

The Office of Management coordinates resources and policy activities that support the
OIG mission. Resources and policy activities include the following functions:
administrative services, budget and finance, human resources, information technology,
general policies and procedures, and liaison to the PCIE and other organizations.

Organizational Structure The Administrative Services function coordinates internal and
external services relating to the acquisition, maintenance, and disposition of all agency
material assets. This includes the procurement of goods and services and all logistics

support, auditor and investigator travel, credentials and official identification issuance,

records management and disposal, facilities management, issuance of OlG-wide policy,
health and safety, and physical and information security at all OIG offices.

The Budget and Finance function synchronizes the formulation, coordination and
presentation, and execution of OIG integrated financial and performance plans and
financial management services to the OIG. This comprises the development,
justification, and presentation of future year budget requests to the Department, OMB,
and the Congress. Through budget execution, the OIG determines annual funding
allocations, tracks and analyzes spending patterns, processes financial documents, and
reports on the use of resources.

The Human Resources function manages a complete range of internal and external
personnel and payroll services to OIG employees. This includes recruitment and
staffing; position classification and management; employee relations and performance
management; training, awards, and recognition; employee development; benefits;
personnel actions processing; and payroll processing.

The Information Technology function develops and maintains OIG automated data and
integrated voice systems. This includes ensuring electronic infrastructure sufficiency
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and the proper installation, support, maintenance, and management of hardware,
software, and voice and data telecommunications.

Management Initiatives for Fiscal Year 2005 The Office of Management will continue
to identify operational efficiencies to improve management support, while identifying
opportunities to reduce costs. It will continue to enable the OIG to maintain its
independence from Treasury programs and policies, while continuing to provide OIG
offices with required administrative support.

Specifically, for the Administrative Services function, OIG has a working agreement
with the BPD Administrative Resources Center (ARC) for procurement, travel,
permanent change of station, leasing, and space management services on an annual
and individual service basis. Additionally, the Asset Management function continues:
(1) coordinating efforts for the published policy directives issuance using plain
language, to-the-point style, photos, and graphics; and (2) conducting an annual
physical inventory of certain property.

For the Budget and Finance function, OIG has a working agreement with ARC for
budget execution and accounting services. The function oversees the use of the
Oracle financial system for the OIG, which increases the timeliness of financial
information and provides for reconciling transactions more efficiently and effectively.

For the Human Resources function, OIG has a working agreement with ARC for time
and attendance coordination, which ensures the efficient and effective processing of
payroll and routine personnel actions. In addition, OIG uses the Quick Hire Automated
Staffing System, which facilitates the hiring of employees within 30 days after the
closing of vacancy announcements.

For the Information Technology function, OIG streamlined operations by consolidating
network hardware and contracting on a case-by-case basis for selected information
technology services. Efforts continue to: support the implementation of a new
agency-wide management information system; improve the implementation and quality
of mobile communications; and ensure automated systems are fully maintained, up-to-
date, and operational at all times.
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Introduction, Management Challenges, and Administration Initiatives

Introduction

This section provides general background information on our overall assessment of
significant management challenges facing the Department and a summary of progress
in meeting certain Administration initiatives. Following this background are brief
descriptions of each OIG Issue Area, including: (1) a description of significant risks to
Treasury programs and operations, (2) in-progress audit projects and new audit
projects to be started during fiscal year 2005, and (3) audit projects that have been
identified through our planning process but will not be undertaken this fiscal year
because of our resources. Our discussion of risks is based principally on (1) prior audit
work, (2) the initiation of a new program or operation, and/or (3) increased funding
initiatives in mature programs or operations.

Management Challenges

We are required by the Reports Consolidation Act of 2000 to annually provide the
Secretary of the Treasury with our perspective on the most serious management and
performance challenges facing the Department. In this regard, we identified the
following six challenges in an October 2004 letter to the Secretary.

= Corporate Management With nine bureaus and many program offices, Treasury
is a highly decentralized organization. Treasury needs to provide effective
corporate leadership in resolving serious deficiencies at the bureau level that
adversely impact the performance of Treasury as a whole. In particular,
Treasury needs to assert strong leadership and supervision over the IRS to
resolve longstanding material weaknesses and system deficiencies. Treasury
also needs to ensure consistency, cohesiveness, and economy among all
bureaus in achieving Treasury’s goals and objectives. Specific challenges in this
area include establishing clear lines of accountability between corporate and
bureau level management, providing enterprise solutions for core business
activities, ensuring consistent application of accounting principles, and providing
effective oversight of information technology investments and security.

" Management of Capital Investments Treasury needs to better manage large,
multiyear acquisitions of systems and other capital investments. The
Department has incurred significant cost escalations in its HR Connect system
and a program to repair and restore the Main Treasury building. Another major
capital investment that we plan to focus on in the coming years is the
Department’s transition from the Treasury Communications System to the
Treasury Communications Enterprise.
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Introduction, Management Challenges, and Administration Initiatives

® |nformation Security The Department continues to face serious challenges in
bringing its systems into compliance with information technology security
policies, procedures, standards, and guidelines. Effective management of
Treasury'’s information security program also requires clear lines of authority and
reporting requirements between the Treasury bureaus and offices and Treasury’s
Chief Information Officer (CIO). Treasury has taken a positive step in
strengthening the role of the CIO by having him report directly to the Deputy
Secretary.

®  Linking Resources to Results The Department has not developed and
incorporated managerial cost accounting into its business activities. Thus,
financial resources cannot be linked to operating results. Very little progress
has been made in this area since the Government Performance and Results Act
was passed in 1993.

=  Management of Classified and Other Sensitive Information Work by our office
during the past year disclosed several weaknesses in Treasury’s handling and
safeguarding of national security and other sensitive information. Taken
together, these weaknesses constitute a serious deficiency in the operations of
the Department that have resulted in unauthorized disclosure of classified
information. The Department has developed a plan to address these
weaknesses. However, continued attention is needed to address the
fragmented authority and accountability for management of such information.

®  Anti-Money Laundering and Terrorist Financing/Bank Secrecy Act Enforcement
FinCEN is responsible for administering the Bank Secrecy Act (BSA), but largely
relies on other Treasury and non-Treasury regulatory agencies to enforce the
requirements of the BSA, including the enhanced terrorist financing provisions in
the USA PATRIOT Act. Past audits and a series of Congressional hearings have
surfaced regulatory gaps in either the detection of BSA violations or its timely
enforcement. Recognizing this, the Department has recently taken several
measures to strengthen BSA administration, as well as confront terrorist
financing. This challenge area will be a major focus of our audit program during
fiscal years 2005 and 2006.

Administration Initiatives

The President’s Management Agenda (PMA) consists of five government-wide
management initiatives on which each department and major agency is to be measured
annually. These initiatives are: (1) Strategic Management of Human Capital,

(2) Competitive Sourcing, (3) Improved Financial Performance, (4) Expanded Electronic

TREASURY OIG FiscAL YEAR 2005 ANNUAL PLAN

Page 20



OIG IssUE AREAS AND PLANNED AUDIT PROJECTS

Introduction, Management Challenges, and Administration Initiatives

Government, and (5) Budget and Performance Integration. The Executive Branch
Management Scorecard tracks how well these five initiatives are being executed, using
a traffic signal scoring system. An agency’s status is given a green light for success,
yellow for mixed results, and red for unsatisfactory. Similarly, progress ratings are
given using a color-coded system; with green indicating implementation is proceeding
as planned, yellow indicating that there is slippage in the implementation schedule, and
red indicating that the initiative is in serious jeopardy. During fiscal year 2004,
Treasury improved its Scorecard overall, going from receiving “red” status marks for all
5 initiatives in fiscal year 2003 to receiving “yellow” status marks in fiscal year 2004
for 3 initiatives (Strategic Management of Human Capital, Competitive Sourcing, and
Budget and Performance Integration). For the other 2 initiatives—Financial
Performance and E-Government — Treasury still scored “red.” For 2004, Treasury
received “green” marks for its progress in addressing 3 initiatives and “yellow” marks
for the other 2 initiatives (Competitive Sourcing and Improved Financial Management).

In conjunction with the Budget and Performance Integration initiative, OMB developed
the Program Assessment Rating Tool (PART) in 2002 to assess agency programs.
Fiscal year 2006 will mark the third year the PART will be used to assess program
performance, help link performance to budget decisions, and make recommendations
to improve program results. Together in the fiscal year 2004 and 2005 Budgets,
approximately 40 percent of federal programs were assessed using the PART. For the
2006 Budget, an additional 20 percent of programs will be assessed.

The following table summarizes the results of PART assessments during the fiscal
years 2004 and 2005 Budget cycles for Treasury programs that are subject to our
oversight:

Budget Year of .
Administering the Public Debt (BPD) 2005 Effective
African Development Fund (OIA) 2005 Results Not Demonstrated

ATF Consumer Product Safety

Activities (TTB) e Adequate
Bank Enterprise Award (CDFI Fund) 2004 Results Not Demonstrated
Coin Production (Mint) 2004 Effective
Debt Collection (FMS) 2005 Effective
I(r(w)tlex)natlonal Development Association 2004 AEEaEE
New Currency Manufacturing (BEP) 2005 Effective
OCC Bank Supervision 2004 Effective
Office of Foreign Assets Control 2004 Results Not Demonstrated
OTS Thrift Supervision 2004 Effective
Treasury Technical Assistance (OIA) 2005 Adequate
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Treasury General Management and Infrastructure Support - Financial Management
OIG Contact: Mike Fitzgerald, Director of Audit (202) 927-5789

Issue Area Discussion

Legislative Mandates Financial audits are required for the Department and certain
component entities pursuant to various statutes and other reporting requirements. The
annual audit of the Department of the Treasury’s financial statements is performed
pursuant to the requirements of GMRA. OMB also designated the IRS as a Treasury
component entity required to issue stand-alone audited financial statements under
GMRA. Other Treasury component entities required to have stand-alone audited
financial statements are BEP, ESF, FFB, OCC, Mint, Treasury Forfeiture Fund, Office of
the District of Columbia Pensions (DC Pensions), CDFI Fund, and OTS. In addition,
certain programs and activities of BPD and FMS that are material to the Department’s
financial statements are audited separately.

The Federal Financial Management Improvement Act (FFMIA) of 1996 requires that our
annual audits of Treasury’s financial statements report on whether its financial
management systems comply with the federal financial management systems
requirements, applicable federal accounting standards, and the standard general ledger
at the transaction level. FFMIA also requires us to include in our semiannual reports to
Congress instances when the Department has not met targets in making its accounting
systems compliant with FFMIA requirements.

Independent Public Accountants (IPA), GAO, and the OIG perform the financial
statement audits. IPAs, under OIG supervision, audit the Department’s consolidated
financial statements and the financial statements of component entities except for:

(1) IRS’s financial statements and BPD’s Schedule of Federal Debt, which are audited
by GAO; and (2) the Mint’s Schedule of Custodial Gold and Silver Reserves, which are
audited by OIG staff.

We are also required by the Consolidated Appropriation Act of 2001 (P.L. 106-554) to
report quarterly to the Congress on whether the Department is promptly paying for
water and sewer services received by Treasury offices or bureaus from the District of
Columbia.

Program Responsibilities The Department has responsibility for certain recently
implemented government programs. These programs may create complex accounting
and auditing issues that must be closely monitored and ultimately resolved as part of
the audit of the Department-wide financial statements. Recent programs that will need
to be reviewed as part of the audit of the fiscal year 2005 Department-wide financial
statements include:
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®  Terrorism Risk Insurance Act of 2002 (P.L. 107-297) The purpose of this
program is to stabilize market disruptions due to acts of terrorism. The program
provides funding for a temporary federal program that will pay 90 percent of the
insured losses arising from acts of terrorism above insurers’ deductibles. The
program has a $100 billion cap.

®  Financial Assistance to Turkey The Emergency Wartime Supplemental
Appropriations Act (P.L. 108-11) included an appropriation of up to $1 billion as
the loan subsidy cost for Turkey that the U.S. Government could convert into up
to $8.5 billion in loans for Turkey. In September 2003, the State Department
submitted a Congressional Notification (CN) on use of the $1 billion, including
the possibility of an $8.5 billion loan. During September 2003, the Secretary of
the Treasury and the Turkish Economy Minister signed the Financial Agreement
(FA) governing this loan. Under the terms of the FA, the agreement does not
become legally effective until both parties complete their internal legal
procedures for the ratification of this agreement. Under Turkish law, the
Turkish Council of Ministers must ratify the FA to make it effective. (Under
U.S. law, after the CN process and FA signature, there are no other legal
requirements for ratifying the FA.) As of November 12, 2004, the Turkish
government had not yet ratified the FA.

®  Seized Iragi Property Under the Executive Order Confiscating and Vesting
Certain Iraqi Property, the United States is authorized to confiscate certain
property of the government of Irag and its agencies, instrumentalities, or
controlled entities, and that all rights, title, and interest in any confiscated
property be vested in the Department of the Treasury. The intention is to use
the vested property to assist the Iragi people and reconstruction of lrag. The
Department, at the direction of OMB, has been transferring the vested funds to
other agencies such as the Department of Defense for use in the reconstruction
of Iraq. Approximately $1.76 billion in seized Iraqgi property has been
confiscated, vested in the Department, and transferred.

®=  Air Transportation Stabilization Program The Air Transportation Safety and
System Stabilization Act of 2001 established this program to compensate air
carriers for losses incurred as a result of the terrorist attacks on the United
States on September 11, 2001. ATSB was authorized to issue loan guarantees
on commercial loans to air carriers up to $10 billion. ATSB approved and closed
on 6 loan guarantees of which 1 air carrier has subsequently repaid in full. As
of September 30, 2004, ATSB loan guarantees totaled approximately
$1.1 billion for $1.2 billion in gross loans outstanding.
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Treasury General Management and Infrastructure Support - Financial Management

Known Weaknesses The Department received an unqualified audit opinion on its fiscal
year 2004 financial statements. However, this was achieved in some cases by
utilizing costly labor-intensive procedures. Limited progress has been made in
addressing the long-standing material weaknesses that continue to exist at key
bureaus. The IPA’s audit report on the Department’s fiscal year 2004 consolidated
financial statements disclosed 1 material weakness, 1 other reportable condition (both
are repeat conditions from prior years), and 2 instances of noncompliance with laws
and regulations exclusive of FFMIA. The IPA also reported that the Department’s
financial management systems did not substantially comply with the requirements of
FFMIA. The following material weakness in internal control and other reportable
condition at the Department-wide level were identified in the audit report:

Material Weakness

" Financial Management and Reporting at IRS Needs Improvement.

Reportable Condition

® Electronic Data Processing Controls Over Financial Systems at FMS Should be
Strengthened.

This material weakness and the other reportable condition at the Department-wide
level are included in the total of 5 material weaknesses and 6 other reportable
conditions identified during our component level audits.

In Progress and Planned

Fiscal Year 2005 Audit Projects
Audits of Financial Statements for the Department and Financial Statements or
Schedules for Component Entities and Activities (In Progress)

Objective To determine whether the financial statements and schedules are fairly
presented in all material respects. The audits will also report on internal control,
compliance with laws and regulations, and compliance with FFMIA. During fiscal year
2005, we completed audit work for the fiscal year 2004 financial statements and
schedules. We will also begin audit work for the fiscal year 2005 financial statements
and schedules. We anticipate that these projects will require 10,250 hours by OIG
staff during the fiscal year. (PMA Initiative Supported: Improved Financial
Performance)
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Payments for Water and Sewer Services Provided by the District of Columbia

Objective To determine whether Treasury bureaus have promptly paid for water and
sewer services received from the District of Columbia. As required by law, we will
perform this work each quarter during the fiscal year. We anticipate that this work will
require a total of 200 hours during the fiscal year. (PMA Initiative Supported:
Improved Financial Management)

Treasury’s Working Capital Fund

Objective To determine if the costs that the Department’s Working Capital Fund
(WCF) charges to the bureaus are consistent with the costs the WCF incurs for
projects it performs on their behalf. Specifically, we plan to review: (1) the existence,
timeliness, and consistency of reconciliations between the actual costs incurred by the
WCF and costs billed to bureaus; (2) whether costs charged by the WCF are
appropriate; (3) whether costs charged by the WCF to specific bureaus are supported
by appropriate documentation; and (4) the reasonableness of assumptions, data,
processes, or models used by the WCF to estimate its annual costs. We anticipate
that this project will require 2,000 hours. (PMA Initiative Supported: Improved
Financial Management)
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Treasury General Management and Infrastructure Support - Information Systems Security
OIG Contact: Louis King, Director of Audit (202) 927-5774

Issue Area Discussion

Threats to Treasury’s information security systems include terrorists, criminals, and
computer hackers. Such external threats are likely to increase given that hacking tools
are becoming more readily available and relatively easy to use. In addition, information
security systems face potential threats from insiders (e.g., authorized users) who have
a significant knowledge of Treasury’s systems and their operation. Because of the
nature of Treasury’s missions, top-notch information security is paramount to prevent
malicious outsiders or insiders from:

®  Disrupting key Treasury functions (e.g., collecting revenue, issuing payments,
managing the government’s cash, making money, preventing financial crimes,
etc.),

®  Compromising classified or confidential Treasury information,

®  Obtaining or disclosing sensitive or private citizen information,

®  Destroying or altering information needed to accomplish Treasury’s missions,
= Stealing valuable equipment or technology, and

® |nappropriately using Treasury resources.

In addition, recent and new technologies (e.g., wireless networks) have provided
greater convenience and accessibility to the honest Treasury user, but at the same
time have increased the vulnerability of Treasury information and its resources.
Because information technology plays a crucial role in accomplishing all of Treasury’s
strategic objectives and activities, it is indispensable that Treasury has an information
security program that ensures the integrity of Treasury’s information systems, and the
reliability and confidentiality of its data.

Legislative Mandate The Federal Information Security Management Act (FISMA)
requires Treasury to have an annual independent evaluation of its information security
program and practices to determine the effectiveness of such program and practices.
As required by law, TIGTA conducts the annual independent evaluation as it pertains
to IRS while our office conducts the annual independent evaluation as it pertains to the
remainder of Treasury. The results of the evaluations are to be provided to OMB by
the date set by OMB. In addition, FISMA requires that agencies with national security
systems include such systems in the annual evaluation process.
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Known Weaknesses Based on the results of the OIG’s fiscal year 2004 FISMA
independent evaluation of the Department’s unclassified systems and TIGTA’s
evaluation of IRS systems, we reported that despite notable progress, Treasury had
significant deficiencies that constitute substantial noncompliance with FISMA. The
most important of these deficiencies are as follows:

" Treasury's system inventory was not accurate, complete, or consistently
reported. There have been major variances in the number of systems reported
year-to-year, without adequate reconciliation. The number of systems reported
in FISMA changed from 708 in fiscal year 2003 to 237 in fiscal year 2004. The
change was largely due to IRS, which re-categorized its systems in 2004.

" The role and reporting structure of Treasury’s Chief Information Officer have not
been clearly defined.

= Significant deficiencies at the IRS, as identified in TIGTA’s fiscal year 2004
FISMA report, continue to exist.

Our fiscal year 2004 FISMA independent evaluation of the Department’s classified
system also noted weaknesses.

In Progress and Planned
Fiscal Year 2005 Audit Projects
Unclassified Systems — Fiscal Year 2005 FISMA Independent Evaluation

Objective A contractor under our supervision will determine if Treasury’s information
security program and practices, as they relate to Treasury’s unclassified systems, are
adequate. In addition, the contractor will determine the progress made in resolving
previously reported FISMA weaknesses. We anticipate that 600 hours by OIG staff
will be need needed to supervise the contractor. (PMA Initiative Supported: Expanded
Electronic Government)

National Security Systems - Fiscal Year 2005 FISMA Independent Evaluation

Objective To determine if Treasury’s information security program and practices, as
they relate to Treasury’s national security systems, are adequate. In addition, we wiill
determine the progress made in resolving previously reported FISMA weaknesses. We
anticipate that this evaluation will require 400 hours. (PMA Initiative Supported:
Expanded Electronic Government)
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Network and System Vulnerabilities Assessment (In Progress at BEP and DO)

Objective To identify potential security vulnerabilities that may compromise Treasury
bureaus’ networks and systems leaving them open to misuse and malicious attacks.
We anticipate each Treasury bureau review will require 1,700 hours. (PMA Initiative
Supported: Expanded Electronic Government)

Disaster Recovery Exercises (On-Going) (In Progress for the Treasury
Communications System)

Objective To determine if Treasury and its components can recover its operations in
the event of a disaster (e.g., terrorist attacks, severe weather events, etc.). We will
observe scheduled disaster recovery exercises on a selective basis. We anticipate each
observation and evaluation of the exercise will require 600 hours. (PMA Initiative
Supported: Expanded Electronic Government)

Treasury’s Computer Security Incident Response (In Progress)

Objective To determine whether Treasury has established an adequate computer
security incident response capability. We selected DO, FMS, BEP, and the Mint as the
sites to be reviewed. We anticipate that 500 hours will be required during fiscal year
2005 to complete this project. (PMA Initiative Supported: Expanded Electronic
Government)

System Certification and Accreditation Processes

Objective To determine whether Treasury’s processes to certify and accredit systems
are adequate to: (1) identify risks to Treasury’s assets, information, and personnel
associated with the implementation of systems; (2) allow accrediting officials to
properly evaluate and assume responsibility for such risks; and (3) provide a
documented basis for management’s determinations to accredit systems. We
anticipate that this project will require 1,000 hours. (PMA Initiative Supported:
Expanded Electronic Government)

System Reviews and Methodologies Used to Identify Systems

Objective To determine whether Treasury’s (1) processes for conducting reviews of
systems installed at Treasury and contractor facilities are adequate and compliant with
applicable requirements, and (2) system inventory methods can be relied on to
accurately and completely identify all systems at Treasury. We anticipate that this
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project will require 1,000 hours. (PMA Initiative Supported: Expanded Electronic
Government)

Audit Projects Under Consideration

for Future OIG Annual Plans

Wireless Network Security

Objective To determine whether: (1) the use of wireless networks at Treasury and its
bureaus is exposing sensitive information to increased security risks (e.g., unauthorized
disclosure), (2) there are any unauthorized wireless networks on Treasury premises,
and (3) Treasury has established adequate policy and oversight regarding wireless
networking. We anticipate that this project will require 800 hours. (PMA Initiative
Supported: Expanded Electronic Government)

Treasury Communications Enterprise Implementation

Objective To determine if Treasury is managing the transition to the Treasury
Communications Enterprise (TCE) in a manner that (1) ensures that users will have the
services they require without disruption, (2) provides adequate security for sensitive
Treasury information, (3) results in volume discounts, and (4) improves the integration
of Treasury systems. We anticipate that this project will require 1,200 hours. (PMA
Initiative Supported: Expanded Electronic Government)

Cyber-Based Systems - Critical Infrastructure Protection Program

Objective To determine: (1) what progress Treasury has made in identifying and
prioritizing its critical infrastructure, (2) if Treasury is adequately protecting this
infrastructure from terrorist attacks, and (3) if Treasury is in compliance with other
requirements of Homeland Security Presidential Directive 7. We anticipate that this
audit project will require 1,000 hours. (PMA Initiative Supported: Expanded Electronic
Government)

Web Servers — Controls and Security

Objective To determine if Treasury and its bureaus have adequate security controls
over its web servers, which provide internet users access to Treasury information and
services, to protect against unauthorized access or malicious attacks from outside
users. We anticipate that this project will require 2,000 hours. (PMA Initiative
Supported: Expanded Electronic Government)
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Data Centers — Security Reviews

Objective To determine if physical and logical controls are implemented to protect
bureau data centers from malicious intrusions, destruction or disclosure of sensitive
data, and theft or damage. Specifically, we plan to review: (1) organization and
management, (2) computer operations, (3) physical security, (4) environmental
controls, (5) hardware and software inventory management, and (6) continuity of
operations. We anticipate that this project will require 1,600 hours. (PMA Initiative
Supported: Expanded Electronic Government)

Penetration Testing

Objective To determine whether: (1) computer hackers can use common or specialized
tools to gain unauthorized and illegal access to Treasury’s networks, (2) malicious
internal users can use these same tools or other techniques to gain unauthorized
access to systems, and (3) unauthorized outsiders or personnel can gain access to
sensitive computer equipment. We anticipate that this project will require 2,000
hours. (PMA Initiative Supported: Expanded Electronic Government)

Treasury’s Enterprise Environment

Objective To determine if Treasury and bureau chief information officers have
implemented an enterprise environment framework that eliminates redundancy,
reduces cost, improves quality and timeliness of information, enhances system
integration, and properly secures information. We anticipate that this project will
require 1,600 hours. (PMA Initiative Supported: Expanded Electronic Government)
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OIG Contact: Thomas Byrnes, Director of Audit (202) 927-5904

Issue Area Discussion

In addition to the Financial Management and IT Security, our overarching Treasury
General Management and Infrastructure Support issue area encompasses other
management activities to ensure the Department’s resources are used efficiently and
effectively to carry out Treasury programs and operations. While not all-inclusive,
examples of broad management activities that warrant audit coverage are discussed
below.

Repair and Renovation of the Treasury Building After a June 1996 roof fire resulted in
major damage to the Main Treasury building, Treasury decided to modernize the
building. The Treasury Building and Annex Repair and Restoration (TBARR) Program
was established in August 1998 for the purpose of (1) repairing and restoring the Main
Treasury building to correct the damage caused by the roof fire, (2) restoring the
historic fabric of the building, and (3) modernizing the building and its systems to
comply with current codes and standards. Starting with emergency funding received
in fiscal year 1996 for the fire damage, Treasury has received funding each year since,
in accordance with no-year and multi-year spending plans. Through fiscal year 2004,
the Congress has appropriated a total of $225 million for the TBARR Program.

Information Technology Capital Investments Sound business practices for the
acquisition and maintenance of information systems (including hardware and software)
are necessary to support Treasury’s mission to manage resources effectively. Absent
such practices, Treasury may:

®  Develop or inadvertently acquire duplicative systems,

®  Pay higher prices for commercial off-the-shelf products by not obtaining volume
discounts,

® Develop systems that do not adequately or fully address Treasury’s needs or
provide management with information needed to accomplish Treasury’s key
missions,

® Exceed projected or reasonable costs to develop, acquire, or maintain systems,

B Acquire or develop systems that do not adequately secure and protect
Treasury’s classified, confidential, or sensitive information; and

" |mplement systems that do not readily integrate with existing systems.
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Human Capital In the area of human capital management, the Federal Activities
Inventory Reform (FAIR) Act of 1998 has major implications for Treasury. According
to recent data, Treasury is the fifth agency in Government in terms of positions
classified as commercial in nature.

The Department is also engaged in implementing a multi-year automated, integrated
Human Resources (HR) system called “HR Connect.” This Department-wide system is
intended to bring about significant changes in HR practices through the year 2012.
Appropriated funding to support this initiative is maintained at the Department and
managed by the HR Connect Program Office. Over its 15-year operational life cycle,
Treasury estimates that it will invest $181 million and expend $322 million for
operations and maintenance (including federal staff), for an expected total program
cost of $503 million. Treasury has also claimed that savings have already been
realized with HR Connect. Through fiscal year 2004, Treasury has captured benefits in
three categories: $29.7 million in reduction of 370 staff from HR organizations, $6.5
million annual operational savings through legacy systems retirement, and $14.9
million in productivity increases. In subsequent years, additional savings are also
anticipated. These estimates of costs and savings have not been audited.

Improper Payments As a recent requirement, the Improper Payments Information Act
of 2002 requires agencies to review all programs vulnerable to improper payments,
which can result from payments to ineligible program beneficiaries, over or
underpayments to beneficiaries, or duplicative payments. Agencies must also estimate
the extent of improper payments. The law requires agencies estimating more than $10
million in erroneous payments to send a report to Congress and to develop a plan for
reducing those payments. In this regard, GAO and OMB estimated that improper
payments cost the federal government at least $30 billion a year, and there is strong
evidence that the costs actually exceed this level. The reduction of improper and
erroneous payments is a focus of the President’s Management Agenda.

Procurement Contract activity involving major procurements by the Department and
its bureaus totals approximately $1.3 billion annually. Use of government credit cards
for micro-purchases (generally for goods and services under $2,500) is also extensive,
and a strong control environment over this activity is essential to prevent abuse. The
OIG is the Department’s focal point for obtaining pre-award, costs incurred, and other
contract audits requested by Departmental Offices and the bureaus. These audits are
typically performed by the Defense Contract Audit Agency (DCAA) under OIG
oversight. During fiscal year 2004, approximately $102 million of incurred contract
costs for Treasury bureaus were audited.
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Non-Appropriated Activities Four Treasury bureaus (BEP, the Mint, OCC, and OTS) do

not receive appropriated funds; instead, they operate with revolving funds. In this
regard, BEP and the Mint assess charges for manufactured goods while OCC and OTS
assess fees for regulatory activities. These bureaus generally have greater latitude in
the manner in which they conduct their operations compared to Treasury’s
appropriated bureaus.

In Progress and Planned
Fiscal Year 2005 Audit Projects

Contract Audit Oversight Activities (On-Going)

Objective To oversee and coordinate DCAA contract audit services requested by
procurement officers. We anticipate that 500 hours will be required for this activity
during fiscal year 2005. (PMA Initiative Supported: Improved Financial Performance)

Treasury Building and Annex Repair and Restoration (TBARR) Program (In Progress)

Discussion The Conference Report (H.R. 108-401) for the Consolidated Appropriations
Act, 2004, directed our office to audit all TBARR Program contracts since fiscal year
1998. The audit is to include: (1) a review of compliance with all applicable
procurement laws, rules, and regulations, and the Architectural Barriers Act (ABA) of
1968, as amended; (2) a review of the scope, requirements, and cost reasonableness
of the project, as well as the process for managing change orders to the original scope
and design; and (3) a review of the effectiveness, efficiency, and economy of
contractor operations. These objectives are being addressed in a series of audit
reports. During fiscal year 2004, we issued two Interim Audit Reports on TBARR
related to project planning and contract award and administration. The Conference
Report (108-792) for the Consolidated Appropriations Act, 2005, directs our office to
complete the audit work on the TBARR Program, including building code compliance,
and issue a final report by April 4, 2005. As part of this work, the Report requests
that we identify costs associated with employee delays on planned moves into
alternative space during restoration phases.

Objective As specific work to be undertaken in fiscal year 2005, we plan to:

(1) inspect, using a contractor, the repair and renovation work in the Main Treasury
building for conformance with contract specifications, building code, and other
requirements; (2) assess contract and other costs charged to the TBARR appropriations
accounts; (3) determine the costs associated with employee delays on planned moves
into alternative space during the TBARR restoration phases; and (4) follow up on the
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findings in our Interim Audit Reports. We anticipate that these projects will require a
total of 6,000 hours.

Treasury Communications Enterprise Investment

Objective To determine whether the Department’s business case for TCE is based on
appropriate and supportable assumptions and cost/benefit estimates. We anticipate
that this project will require 2,000 hours. (PMA Initiative Supported: Performance and
Budget Integration)

HR Connect Controls

Objective To determine if HR Connect has appropriate controls over the processing of
personnel actions and access to employee information. We anticipate that this project
will require 2,000 hours. (PMA Initiative Supported: Strategic Management of Human
Capital)

Employee Bonus Policies at Non-Appropriated Bureaus

Objective To determine whether (1) policies for employee bonuses at the non-
appropriated bureaus are in accordance with the law and (2) bonuses paid conform
with the established policies. Separate audits will be performed at each bureau,
beginning with a pilot audit at the Mint. We anticipate each audit will require 1,200
hours. (PMA Initiative Supported: Strategic Management of Human Capital)

Audit Projects Under Consideration

for Future OIG Annual Plans
Analysis of Procurement Methods Used Within the Department

Objective To determine whether Treasury offices and bureaus could benefit from
employing a strategic approach to procurement. As part of this project, we plan to use
“spend analysis” to identify opportunities for taking an enterprise-wide approach to
buying goods and services. We anticipate that this project will require 2,400 hours.
(PMA Initiative Supported: Improved Financial Performance)

Treasury’s Implementation of the Terrorism Risk Insurance Program

Discussion The Terrorism Risk Insurance Program is a temporary federal reinsurance
program designed to encourage the development of private sector resources and
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arrangements for managing risk of loss due to acts of international terrorism. The
authority for the Program expires on December 31, 2005.

Objective To evaluate the Department’s financial controls for processing claims under
this re-insurance program in the event of terrorist acts. We anticipate that this project
will require 600 hours. (PMA Initiative Supported: Improved Financial Performance)

Bureau Controls Over Government Issued Travel Cards

Objectives To determine whether bureau controls over the use of travel cards are
adequate. Separate audits are planned for selected bureaus, beginning with a pilot
audit of OTS. We anticipate that each audit will require 1,200 hours. (PMA Initiative
Supported: Improved Financial Performance)

Treasury’s Implementation of the Improper Payments Information Act

Objective To determine if the Department has implemented an effective process to
assess the risks of improper payments by its offices and bureaus that could be subject
to reporting under the Improper Payments Act of 2002. We anticipate that this project
will require 800 hours. (PMA Initiative Supported: Improved Financial Performance)

Budgeting for Information Technology IT Life-Cycle Security Costs

Objective To determine whether the Department is appropriately budgeting for IT life-
cycle security costs in its capital planning and investment process. We anticipate that
this project will require 2,000 hours. (PMA Initiative Supported: Expanded Electronic
Government)

FAIR Act Implementation

Objective To determine if Treasury has identified government activities that are
“commercial in nature” in accordance with the FAIR Act and taken action in a timely
manner to meet OMB requirements to compete or outsource the commercial activities.
We anticipate that this project will require 800 hours. (PMA Initiative Supported:
Competitive Sourcing)
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OIG Contact: Donald Kassel, Director of Audit (202) 927-6512

Issue Area Discussion

Treasury’s Strategic Goal to preserve the integrity of financial systems is multi-faceted,
and includes several key objectives covered under this audit issue area. First, Treasury
aims to ensure that the U.S. financial systems continue to operate without disruption
from natural disasters or human attacks. Second, Treasury seeks to keep the financial
systems free and open, and safe from illegal uses. Third, Treasury strives to ensure
that access to the U.S. financial systems is closed to the individuals, groups, and
nations that threaten U.S. vital interests. The September 11, 2001, terrorist attacks
reinforced the need to block the money flow purported to finance terrorist activities
and in that regard, Treasury takes the lead in global combat against terrorist financing
and other financial crimes.

During 2004, Treasury took several measures to strengthen its efforts to combat
terrorist financing and other financial crimes. It was also criticized during the period
for a regulatory failure involving Riggs Bank. These events are described below:

® |In March 2004, Treasury created the Office of Terrorism and Financial
Intelligence (TFI). TFl is led by the Under Secretary for Enforcement and two
Assistant Secretaries — one for the Office of Terrorist Financing (OTF) and one
for the Office of Intelligence and Analysis, a position that has not yet been
filled. FinCEN, the Office of Foreign Assets Control (OFAC), and the Treasury
Executive Office for Asset Forfeiture (TEOAF) are now within TFI.

The functions of TFl include providing policy, strategic, and operational direction
to the Department on issues relating to: terrorist financing; financial crimes,
including money laundering, counterfeiting and other offenses threatening the
integrity of the financial system; U.S. economic sanctions programs;
implementation of Titles | and Il of the Bank Secrecy Act (BSA), as amended;
other enforcement matters; and the Department’s security functions and
programs.

The Office of Intelligence and Analysis is responsible for the receipt, analysis,
collation, and dissemination of intelligence and counterintelligence information
related to the operations and responsibilities of the entire Department, including
all components and bureaus of the Department. The office has two primary
functions. The first is to build a robust analytical capability on terrorist finance
by coordinating and overseeing work involving intelligence analysts in all
Treasury components. In this regard, the Office of Intelligence and Analysis is
to focus on the Department’s highest priorities, as well as ensuring that the
existing intelligence needs of OFAC and FinCEN are met. The second is to
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provide intelligence support to senior Treasury officials on a wide range of
international economic and other relevant issues. This office also serves in a
liaison capacity with the intelligence community, and represents the Department
in various intelligence-related activities.

® |n July 2004, the Permanent Subcommittee on Investigations (PSI) of the
Senate Committee on Governmental Affairs issued a report on serious BSA
violations at Riggs Bank. PSI also reported that the federal regulators (OCC and
the Federal Reserve) did a poor job of compelling Riggs Bank to comply with
statutory and regulatory anti-money laundering requirements. Specifically, the
regulators were tolerant of the bank’s weak anti-money laundering program, too
slow in reacting to repeat deficiencies, and failed to make prompt use of
available enforcement tools.

®" |n response to a number of events, including Riggs Bank, FinCEN took steps to
establish a more aggressive and coordinated administration of the regulatory
implementation of the BSA. For example, it created an Office of Compliance to
oversee the implementation of the BSA regulatory regime by those agencies
with delegated examination authority such as OCC and OTS. It also created a
new Office of Regulatory Support to provide analytic capability to its regulatory
programs. FinCEN also finalized a Memorandum of Understanding with the five
federal bank regulators to provide information in both specific and aggregate
fashion, as an effort to prevent another situation such as the Riggs Bank and to
give a better understanding of the overall health of the BSA regulatory regime.
In that agreement, FiInCEN committed to direct involvement and support of
these regulators in helping them discharge their BSA regulatory plans. FinCEN is
also working to obtain similar agreements with the IRS, the Securities and
Exchange Commission, and the Commodities Futures Trading Commission to
enhance BSA compliance oversight in the non-bank financial sectors.

Known Weaknesses Prior OIG audits have identified gaps and deficiencies in the
administering the BSA and foreign sanctions programs. For example, with respect to
Treasury’s banking regulators, we reported in January 2000 that OCC needed to
improve its BSA compliance examinations. Specifically, we found that many of the
examinations in our sample lacked sufficient depth to adequately assess a bank’s
compliance, OCC rarely referred BSA violations to FiInCEN, and OCC procedures did not
require examiners to review Suspicious Activity Reports (SAR) filed by examined
banks. In an audit of OCC’s oversight of BSA compliance in private banking and trust
operations completed in November 2001, we found that OCC needed to focus greater
attention on private banking and trust operations when conducting BSA compliance
examinations. Similar to our earlier audit, where OCC did include private banking or
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trust operations in its BSA compliance examinations, the examinations often lacked
sufficient testing of high risk transactions. In another audit, completed in September
2003, we found that OTS was not aggressive in taking enforcement actions against
thrifts in substantial non-compliance with BSA requirements.

We completed two audits on the accuracy and reliability of the FinCEN BSA database
for SARs, and we have one in process. These audits have consistently shown that the
SAR database lacked critical information, included inaccurate information, and
contained duplicate SARs.

In April 2002, we reported that OFAC was limited in its ability to directly monitor
financial institution compliance with foreign sanction requirements due to legislative
impairments. Like FInCEN, OFAC is dependent on other regulators to examine for
compliance, and our testing found gaps in the regulators’ examination coverage.

In Progress and Planned
Fiscal Year 2005 Audit Projects
FinCEN Suspicious Activity Reporting System (Follow-Up) (In Progress)

Objective To assess the corrective action taken by FinCEN in response to the
recommendations in our prior report FinCEN: Reliability of Suspicious Activity Reports
(OIG-03-035). As part of the project, we are determining the extent to which
FinCEN’s SAR System provided reliable information to law enforcement and regulatory
agencies. We anticipate that 800 hours will be required to complete this project during
fiscal year 2005.

FinCEN Registration of Money Services Businesses (In Progress)

Objective To assess whether FinCEN has adequate controls to ensure that money
services businesses have registered as required by 31 U.S.C. 5330. We anticipate
that 800 hours will be required to complete this project during fiscal year 2005.

FinCEN Patriot Act Communications System (In Progress)

Objective To assess the operational effectiveness of PACS, the Internet-based BSA
report filing system mandated under the USA PATRIOT Act. As part of this project,
we administered a survey, developed in corroboration with FInCEN, to a sample of
PACS users and non-users. We anticipate that 800 hours will be required to complete
this project during fiscal year 2005.
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FinCEN Efforts to Analyze and Disseminate BSA and Criminal Data (In Progress)

Objective To determine if FINCEN is providing timely and complete research, analytical,
and informational services regarding trends, patterns, and issues from BSA data and
financial crimes pursuant to Section 361 of the USA PATRIOT Act. We anticipate that
2,400 hours will be required to complete this project during fiscal year 2005.

Performance Measures for Anti-Terrorist Financing and Financial Crimes Programs
(In Progress at OTF)

Objective To determine if adequate and useful performance indicators and reliable
performance data reporting systems have been developed for Treasury's anti-terrorist
financing and financial crimes programs. At the end of fiscal year 2004, we had an
audit on this subject in progress at the Executive Office for Terrorist Financing and
Financial Crimes, the predecessor office to OTF, which we anticipate will require 200
hours to complete during fiscal year 2005. In future fiscal years, we plan similar
audits of TFI, FinCEN, and OFAC. We anticipate that these future projects will require
1,000 hours each, for a total of 3,000 hours. (PMA Initiative Supported: Budget and
Performance Integration)

FinCEN Office of Compliance

Discussion House Report 108-671 for the Consolidated Appropriations Act, 2005,
includes a requirement that our office provide the Committee on Appropriations with a
status report detailing FinCEN's progress in establishing the Office of Compliance. Our
report is to include an assessment of full-time equivalent sufficiency to conduct an
effective BSA compliance program as well as the level of cooperation being achieved in
implementing the planned memoranda of agreements with the federal regulatory
agencies charged with examination and enforcement responsibilities for BSA
compliance. The related Conference Report (108-792) established a reporting date of
March 11, 2005, for our assessment.

Objectives To determine the status of the FInCEN Office of Compliance and the level

of cooperation being achieved between FInCEN and the federal regulatory agencies.
We anticipate that this project will require 2,400 hours.

FinCEN Use of Civil Penalties

Objective To determine if the process to impose and collect civil penalties for BSA
violations is effective. We anticipate that this project will require 2,000 hours.
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OFAC Monitoring of Compliance Examination Coverage by Regulators

Objective To determine if OFAC has an effective monitoring program to ensure that
regulators adequately examine and enforce compliance by financial institutions with
sanction programs. We will follow up on management corrective actions taken for our
prior report FOREIGN ASSETS CONTROL: OFAC's Ability To Monitor Financial
Institution Compliance Can Be Enhanced (O1G-02-082) and review a sample of OFAC
compliance examinations by OCC and OTS. We anticipate that the project will require
3,000 hours.

FinCEN BSA Direct System

Discussion FinCEN has contracted for the design, development, implementation, web
hosting, and support services for the BSA Direct system. This information and delivery
system is intended to streamline and enhance how BSA data is stored, accessed, and
utilized. Through BSA Direct, FInCEN expects to provide authorized law enforcement
and financial regulatory organizations with web-based access to BSA data and
improved analytical tools to ensure that data collected under the BSA is utilized fully
and appropriately while preserving the security of this sensitive information. The
system is expected to be fully operational by October 2005.

Objective To determine whether BSA Direct system is being developed on schedule
and within budget. We anticipate that this project will require 2,000 hours.

Treasury’s Administration of the Bank Secrecy Act
Objective To determine whether Treasury’s current structure (authority, delegations,

resources, and competencies) is consistent with its responsibilities under the BSA and
USA PATRIOT Act. We anticipate that this project will require 2,400 hours.

Audit Projects Under Consideration

for Future OIG Annual Plans

Office of Intelligence and Analysis Information Systems (Follow-Up)

Objective To assess the actions taken in response to a prior OIG classified report
(O1G-CA-04-003) on the Office of Intelligence Support, the predecessor office to the
Office of Intelligence and Analysis. We anticipate that this project will require 800
hours.
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Background Checks Ove