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SUBJECT: Evaluation Report — Gulf Coast Ecosystem Restoration
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We are pleased to transmit the attached report, Gul/f Coast Ecosystem Restoration
Council Federal Information Security Modernization Act of 2014 Fiscal Year 2017
Evaluation, dated October 31, 2017. The Federal Information Security
Modernization Act of 2014 (FISMA) requires that Federal agencies have an annual
independent evaluation performed of their information security programs and
practices to determine the effectiveness of such programs and practices, and to
report the results to the Office of Management and Budget (OMB). OMB delegated
its responsibility to the Department of Homeland Security (DHS) for the collection
of annual FISMA responses. FISMA also requires that the agency Inspector General
(IG) or an independent external auditor perform the annual evaluation as determined
by the IG.

To meet our FISMA requirements, we contracted with RMA Associates, LLC,
(RMA) a certified independent public accounting firm, to perform this year’s annual
FISMA evaluation of the Gulf Coast Ecosystem Restoration Council’s (Council)
security program and practices for the period July 1, 2016 through June 30, 2017.
RMA conducted its evaluation in accordance with Council of the Inspectors General
on Integrity and Efficiency Quality Standards for Inspection and Evaluation. In
connection with our contract with RMA, we reviewed its report and related
documentation and inquired of its representatives. Our review, as differentiated
from an evaluation performed in accordance with inspection and evaluation
standards, was not intended to enable us to conclude on the effectiveness of the
Council’s information security program and practices or its compliance with FISMA.
RMA is responsible for its report and the conclusions expressed therein.

In brief, RMA reported that consistent with applicable FISMA requirements, OMB
policy and guidance, and the National Institute of Standards and Technology
standards and guidelines, the Council’s information security program and practices



Page 2

were established and have been maintained for the 5 Cybersecurity Functions and
7 FISMA Metric Domains. However, RMA identified 1 deficiency in the 5
Cybersecurity Functions and the 7 FISMA Metric Domains in that the Council’s
information security program and practices were formalized and documented but
not consistently implemented for the period July 1, 2016 through June 30, 2017.
As such, the Council’s information security program and practices were not fully
effective for the period July 1, 2016 through June 30, 2017. Since the Council has
taken corrective action necessary to remediate the deficiency, RMA made no
recommendations.

Appendix | of the attached RMA report includes the FY 2077 Inspector General
Federal Information Security Modernization Act of 2014 Reporting Metrics.

If you have any questions or require further information, you may contact me at
(202) 927-0361.

Attachment
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October 31, 2017

The Honorable Eric Thorson

Inspector General, Department of the Treasury
1500 Pennsylvania Avenue NW

Room 4436

Washington, DC 20220

Re: Gulf Coast Ecosystem Restoration Council Federal Information Security Modernization Act
of 2014 Fiscal Year 2017 Evaluation

Dear Mr. Thorson:

RMA Associates, LLC is pleased to submit the Gulf Coast Ecosystem Restoration Council
(Council) Federal Information Security Modernization Act of 2014 Fiscal Year 2017 Evaluation.
We conducted the evaluation in accordance with the Council of the Inspectors General on Integrity
and Efficiency Quality Standards for Inspection and Evaluation. We have also prepared the FY
2017 Inspector General Federal Information Security Modernization Act of 2014 (FISMA)
Reporting Metrics version 1.0 (April 17, 2017) as shown in Appendix I. These metrics provide
reporting requirements across the areas to be addressed in the independent assessment of agencies’
information security programs. The objective of this evaluation was to evaluate the effectiveness
of the Council’s information security program and practices for the period July 1, 2016, through
June 30, 2017.

In summary, we found that the Council’s information security program and practices are
formalized and documented but not consistently implemented for the period July 1, 2016 through

June 30, 2017. As such, the Council’s information security program and practices were not fully
effective for the period July 1, 2016 through June 30, 2017.

We very much appreciate the opportunity to serve you and will be pleased to discuss any questions
you may have.

Sincerely,

AMA Byociates

Member of the American Institute of Certified Public Accountants’ Government Audit Quality Center
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INTRODUCTION

This report presents the results of our independent evaluation of the Gulf Coast Ecosystem
Restoration Council’s (Council) information systems’ security program and practices. The Federal
Information Security Modernization Act of 2014 (FISMA) requires Federal agencies to have an
annual independent evaluation performed of their information security program and practices to
determine the effectiveness of such programs and practices, and to report the results of the
evaluations to the Office of Management and Budget (OMB). OMB delegated its responsibility to
Department of Homeland Security (DHS) for the collection of annual FISMA responses. DHS
prepared the FISMA questionnaire to collect these responses, which is provided in Appendix I:
Fiscal Year (FY) 2017 Inspector General Federal Information Security Modernization Act of 2014
Reporting Metrics. We also considered applicable OMB policy and guidelines, and the National
Institute of Standards and Technology (NIST) standards and guidelines.

FISMA requires that the agency Inspector General (IG) or an independent external auditor, as
determined by the 1G, perform the annual evaluation. The Department of the Treasury Office of
Inspector General (OIG) engaged RMA Associates, LLC, to conduct an evaluation in support of
the FISMA requirement for an annual evaluation of the Council’s information security program
and practices. The objective of this evaluation was to evaluate the effectiveness of the Council’s
information security program and practices for the period July 1, 2016 through June 30, 2017.

This evaluation was performed in accordance with the Council of the Inspectors General on
Integrity and Efficiency Quality Standards for Inspection and Evaluation. We have also prepared
the FY 2017 Inspector General Federal Information Security Modernization Act of 2014 (FISMA)
Reporting Metrics version 1.0 (April 17, 2017) as shown in Appendix I. These metrics provide
reporting requirements across the areas to be addressed in the independent assessment of agencies’
information security programs. See Objective, Scope, and Methodology for more detail.

SUMMARY OF RESULTS

Consistent with applicable FISMA requirements, OMB policy and guidance, and NIST standards
and guidelines, the Council’s information security program and practices were established and
have been maintained for the 5 Cybersecurity Functions! and 7 FISMA Metric Domains.?
However, for Fiscal Year (FY) 2017, we identified 1 deficiency in the 5 Cybersecurity Functions
and the 7 FISMA Metric Domains. Specifically, we found that the Council’s information security
program and practices were formalized and documented but not consistently implemented for the

1 OMB, DHS, and the Council of the Inspectors General on Integrity and Efficiency (CIGIE) developedthe FY 2017
IG FISMA Reporting Metrics in consultation with the Federal Chief Information Officers (CIO) Council. The 7
FISMA Metric Domains were aligned with the 5 functions: (1) identify, (2) protect, (3) detect, (4) respond,and (5)
recover as defined in the NIST Framework for Improving Critical Infrastructure Cybersecurity.

2 As described in the DHS’ FY 2017 Inspector General Federal Information Security Modernization Act of 2014
Reporting Metrics Version 1.0, the 7 FISMA Metric Domains are: (1) risk management, (2) configuration
management, (3) identity and access management, (4) security training, (5) information security continuous
monitoring, (6) incident response,and (7) contingency planning.
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period July 1, 2016 through June 30, 2017. As such, the Council’s information security program
and practices were not fully effective for the period July 1, 2016 through June 30, 2017. However,
we make no recommendation in this report as the Council has taken corrective action necessary to
remediate the deficiency. We do, however, encourage the Council to continue its efforts to
consistently implement, manage and measure its IT security program at an optimized level.

We provided the Council a draft of this report for comment. In a written response, manageme nt
agreed with the results of our evaluation. See Management’s Response in Appendix 1l for
Council’s response in its entirety.

BACKGROUND

Gulf Coast Ecosystem Restoration Council

Spurred by the Deepwater Horizon oil spill, the Resources and Ecosystems Sustainability, Tourist
Opportunities, and Revived Economies of the Gulf Coast States Act (RESTORE Act) was signed
into law by President Obama on July 6, 2012. The RESTORE Act calls for a regional approach to
restoring the long-term health of the valuable natural ecosystem and economy of the Gulf Coast
region. The RESTORE Act dedicates 80 percent of civil and administrative penalties paid under
the Clean Water Act, after the date of enactment, by responsible parties in connection with the
Deepwater Horizon oil spill to the Gulf Coast Restoration Trust Fund for ecosystem restoration,
economic recovery, and tourism promotion in the Gulf Coast region.

In addition to creating the Trust Fund, the RESTORE Act established the Gulf Coast Ecosystem
Restoration Council. The Council is comprised of a Chairperson from a member Federal agency
and includes the Governors of the States of Alabama, Florida, Louisiana, Mississippi, and Texas,
and the Secretaries or designees of the U.S. departments of Agriculture, Army, Commerce,
Homeland Security, and Interior, and the Administrator of the U.S. Environmental Protection
Agency. However, the Chairperson position was vacant as of the end of our evaluation.

The Council’s information system infrastructure consists Of an office network and several system
service providers. The system service providers support the Council’s major applications:

1. For payroll processing, the Council uses WebTA hosted by the National Finance Center.

2. For financial management and reporting processing, the Council uses the Department of
the Treasury’s Administrative Resource Center (ARC).

3. For grants processing, the Council uses the Restoration Assistance and Awards
Management System (RAAMS) hosted by U.S. Geological Survey.

4. For website support, the Council uses U.S. Geological Survey hosting services.

Federal Information Security Modernization Act of 2014

Title 111 of the E-Government Act, entitled the Federal Information Security Modernization Act,
requires each Federal agency to develop, document, and implement an agency-wide program to
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provide information security for the information and systems that support the operations and assets
of the agency, including those provided or managed by another agency, contractor, or other
sources. The Federal Information Security Modernization Act of 2014 amends the Federal
Information Security Management Act of 2002 and provides several modifications that modernize
Federal security practices to address evolving security concerns. These changes result in less
overall reporting, strengthens the use of continuous monitoring in systems, increased focus on the
agencies for compliance, and reporting that is more focused on the issues caused by security
incidents.

FISMA, along with the Paperwork Reduction Act of 1995 and the Information Technology
Management Reform Act of 1996 (Clinger-Cohen Act), explicitly emphasizes a risk-based policy
for cost-effective security. In support of and reinforcing this legislation, OMB through Circular A-
130, “Managing Federal Information as a Strategic Resource,” requires executive agencies within
the Federal government to:

o Plan for security

o Ensure that appropriate officials are assigned security responsibility

o Periodically review the security controls in their systems

« Authorize system processing prior to operations and, periodically, thereafter

These management responsibilities presume that responsible agency officials understand the risks
and other factors that could adversely affect their missions. Moreover, these officials must
understand the current status of their security programs and the security controls planned or in
place to protect their information and systems in order to make informed judgments and
investments that appropriately mitigate risk to an acceptable level. The ultimate objective is to
conduct the day-to-day operations of the agency and to accomplish the agency's stated missions
with adequate security, or security commensurate with risk, including the magnitude of harm
resulting from the unauthorized access, use, disclosure, disruption, modification, or destruction of
information.

NIST is responsible for dewveloping information security standards and guidelines, including
minimum requirements for federal systems, but such standards and guidelines shall not apply to
national security systems without the express approval of appropriate federal officials exercising
policy authority over such systems.

NIST also dewveloped an integrated Risk Management Framework which effectively brings
together all of the FISMA-related security standards and guidance to promote the development of
comprehensive and balanced information security programs by agencies.

FISMA Reporting Metrics

We considered the unique missions, resources, and challenges of the Council’s operations when
assessing the maturity of their information security program and practices. Accordingly, we
evaluated the effectiveness of information security program and practices on a maturity model
spectrum, in which the foundation levels ensure the development of sound policies and procedures.
DHS’s FISMA Reporting Metrics classify information security program and practices into five
maturity model levels: ad-hoc, defined, consistently implemented, managed and measurable, and
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optimized. Within the context of the maturity model, Level 4, Managed and Measurable, represents
an effective level of security:

Maturity Level Maturity Level Description
Level 1: Ad-Hoc Policies, procedures, and strategy are not formalized; activities
are performed in an ad-hoc, reactive manner.
Level 2: Defined Policies, procedures, and strategy are formalized and
documented but not consistently implemented.
Level 3: Consistently Policies, procedures, and strategy are consistently implemented,
Implemented but quantitative and qualitative effectiveness measures are
lacking.
Level 4: Managed and Quantitative and qualitative measures on the effectiveness of
Measurable policies, procedures, and strategy are collected across the
organization and used to assess them and make necessary
changes.
Level 5: Optimized Policies, procedures, and strategy are fully institutionalized,

repeatable, self-generating, consistently implemented, and
regularly updated based on a changing threat and technology
landscape and business/mission needs.

The answers to the 61 FISMA Reporting Metrics reflect the results of our testing of the Council’s
information security program and practices. The FISMA Reporting Metrics were aligned with the
five Cybersecurity Functions areas in the NIST Framework for Improving Critical Infrastructure
Cybersecurity (Cybersecurity Framework):

1.

2.

Identify - Develop the organizational understanding to manage cybersecurity risk to
systems, assets, data, and capabilities.

Protect - Develop and implement the appropriate safeguards to ensure delivery of
critical infrastructure services.

Detect — Develop and implement the appropriate activities to identify the occurrence
of a cybersecurity event.

Respond — Develop and implement the appropriate activities to take action regarding a
detected cybersecurity event.

Recover — Develop and implement the appropriate activities to maintain plans for
resilience and to restore any capabilities or services that were impaired due to a
cybersecurity event.

EVALUATION RESULTS

Council's Information Security Program and Practices Were Formalized and Documented
But Not Consistently Applied

Consistent with applicable FISMA requirements, OMB policy and guidance, and NIST standards
and guidelines, the Council’s information security program and practices were established and
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have been maintained for the 5 Cybersecurity Functions and 7 FISMA Metric Domains. However,
for Fiscal Year (FY) 2017, we identified 1 deficiency in the 5 Cybersecurity Functions and the 7
FISMA Metric Domains. As a result, the maturity level of the program was given a score of
“Defined.” Specifically, the Council’s information security program and practices were formalized
and documented but not consistently applied for the period July 1, 2016 through June 30, 2017.
As such, the Council’s information security program and practices were not fully effective for the
period July 1, 2016 through June 30, 2017 as follows.

The position of the CI1O was vacant for 7 months of the evaluation period. The CIO in place for a
portion of the fiscal year started the job on February 5, 2017, and left the Council on July 22,2017.
However, he has come back to the Council during October of 2017. The Council has hired outside
contractors for IT support functions such as helpdesk support. The Council’s policies and
procedures were written and approved in May 2017, and address all the required elements. Also,
many of the control activities that support the implementation of the policies and procedures did
not occur in sufficient cycles to determine whether the controls were consistently implemented,
managed and measurable, or optimized. As aresult, since the policies were not implemented for
the entire period and the CIO position was vacant for a portion of the year, the Council did not
sufficiently meet the requirements of FISMA for implementing and assessing an agency-wide
information security program.

NIST Special Publication (SP) 800-53, Security and Privacy Controls for Federal Information
Systems and Organizations, Revision 4, sets minimum standards for Federal information systems.
This special publication requires all agencies to establish, approve, disseminate, develop policies
and operating procedures, train personnel, and monitor the compliance with policies and
procedures.

Among other controls, NIST delineates specific controls requiring Federal agencies to appoint a
senior information security officer with the mission and resources to coordinate, develop,
implement, and maintain an organization-wide information security program.

By not adhering to the above NIST requirements, the Council has an increased risk to the
confidentiality, integrity, and availability of the Council’'s data, applications, and networks.
Without a CIO for the full period under evaluation, there is a lack of expertise to monitor security
risks and to change security controls to mitigate new rising threats.

CONCLUSION

Since the Acting Executive Director has re-hired the CIO to develop and maintain information
security policies, procedures, and control techniques to address system security planning; and
manage the identification, implementation, and assessment of common security controls, we have
no recommendation to address the lack of the CIO. The Council has already taken the steps
necessary to remediate the condition. We do, however, encourage the Council to continue its
efforts to consistently implement, manage and measure its IT security program at an optimized
level.
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OBJECTIVE, SCOPE,AND METHODOLOGY
Objective

The objective of this evaluation was to evaluate the effectiveness of the Council’s information
security program and practices for the period July 1, 2016 through June 30, 2017.

Scope

We conducted this evaluation in accordance with the Council of the Inspectors General on Integrity
and Efficiency Quality Standards for Inspection and Evaluation. The evaluation was designed to
determine whether the Council implemented selected security controls for selected information
systems in support of the Federal Information Security Modernization Act of 2014.

Our evaluation was conducted for the period between July 1,2016 and June 30, 2017. It consisted
of testing the 61 FISMA Reporting Metrics listed in the FY 2017 Inspector General Federal
Information Security Modernization Act of 2014 (FISMA) Reporting Metrics V 1.0 (April 17,
2017) issued by DHS.

Methodology

In performing our evaluation, we conducted interviews with Council officials and reviewed legal
and regulatory requirements stipulated in FISMA. We also examined documents supporting the
information security program and practices. Where appropriate, we compared documents, such as
the Council’s information technology policies and procedures, to requirements stipulated in NIST
special publications. Also, we performed tests of system processes to determine the adequacy and
effectiveness of those controls.

In testing for the effectiveness of the security controls, we exercised professional judgment in
determining the number of items selected for testing and the method used to select them. We
considered relative risk and the significance or criticality of the specific items in achieving the
related control objectives. Also, we considered the severity of a deficiency related to the control
activity and not the percentage of deficient items found compared to the total population available
for review. In some cases, this resulted in selecting the entire population. However, in cases that
we did not select the entire evaluation population, the results were not projected.

CRITERIA

We focused our FISMA evaluation approach on Federal information security guidelines developed
by the Council, NIST, and OMB. NIST SPs provide guidelines that are considered essential to the
development and implementation of the Council’s security programs. The following is a listing of
the criteria used in the performance of the Fiscal Year 2017 FISMA evaluation:
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NIST Federal Information Processing Standards (FIPS) and Special Publications

FIPS Publication 199, Standards for Security Categorization of Federal Information
and Information Systems

FIPS Publication 200, Minimum Security Requirements for Federal Information and
Information Systems

NIST SP 800-16, Information Technology Security Training Requirements: A Role-
and Performance-based Model

NIST SP 800-18 Revision 1, Guide for Developing Security Plans for Federal
Information Systems

NIST SP 800-30, Risk Management Guide for Information Technology Systems
NIST SP 800-34, Revision 1, Contingency Planning Guide for Federal Information
Systems

NIST SP 800-37 Revision 1, Guide for Applying the Risk Management Framework to
Federal Information Systems: A Security Life Cycle Approach

NIST SP 800-46 Revision 1, Guide to Enterprise Telework and Remote Access
Security

NIST SP 800-50, Building an Information Technology Security Awareness and
Training Program

NIST SP 800-53 Revision 4, Security and Privacy Controls for Federal Information
Systems and Organizations

NIST SP 800-53A Revision 4, Assessing Security and Privacy Controls in Federal
Information Systems and Organizations: Building Effective Assessment Plans

NIST SP 800-61 Revision 1, Computer Security Incident Handling Guide

OMB Policy Directives

M-17-05: Fiscal Year 2016 - 2017 Guidance on Federal Information Security and
Privacy Management Requirements

M-16-03: Fiscal Year 2015-2016 Guidance on Federal Information Security and
Privacy Management Requirements

OMB Circular A-130, Management of Federal Information Resources

OMB Memorandum 04-25, FY 2004 Reporting Instructions for the Federal
Information Security Management Act

OMB Memorandum 05-24, Implementation of Homeland Security Presidential
Directive (HSPD) 12 — Policy for a Common Identification Standard for Federal
Employees and Contractors

OMB Memorandum 07-11, Implementation of Common Accepted Security
Configurations for Windows Operating Systems

OMB Memorandum 15-01, Fiscal Year 2014 — 2015 Guidance on Improving Federal
Information Security and Privacy Management Practice
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The Gulf Coast Ecosystem Restoration Council
FY 2017 Inspector General

Federal Information Security Modernization Act of 2014
Reporting Metrics

Appendix I: FY 2017 Inspector General Federal Information Security Modernization Act of 2014 Reporting Metrics
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Note 1: The position of CIO was vacant for 7 months of the fiscal year. The CIO started the job on February 5, 2017, and left the
Council on July 22, 2017. Without a CIO, the Council lacked the expertise to monitor security risks and to change security controls to
mitigate new rising threats. The Council’s policies and procedures were written and approved in May 2017. Many of the control
activities that support the implementation of the policies and procedures did not occur in sufficient cycles to determine whether the
controls were consistently implemented, managed and measurable, or optimized.

Note 2: The Council’s information system infrastructure consists an office network and several system service providers. The system
service providers support the Council’s major applications:

For payroll processing, the Council uses WebTA hosted by the National Finance Center.

For financial management and reporting processing, the Council uses the Department ofthe Treasury’s Administrative Resource
Center (ARC).

For grants processing, the Council uses the Restoration Assistance and Awards Management System (RAAMS) hosted by the
U.S. Geological Survey.

For website support, the Council uses U.S. Geological Survey hosting services.

The Council is responsible for the configuration and baseline of its office network. The Council is not responsible for the system service
provider’s configurations and baselines.
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Identify

Risk Management

Question

Maturity Level

Ad Hoc

Defined

Consistently Implemented

Managed and Measurable

Optimized

Doesthe organization maintain a
comprehensive and accurate
inventory of its information
systems (including cloud systems,
public facing websites, and third
party systems), and system
interconnections (NIST SP 80053:
CA-3 andPM-5; OMB M-04-25;
NIST Cybersecurity Framework
(CSF): ID.AM-1—4).

Organization hasnot defined a
processto developand
maintaina comprehensive and
accurate inventory of its
information systemsand
system interconnections.

The organization has defined,
but not consistently
implemented, a processto
develop and maintaina
comprehensive and accurate
inventory ofits information
systemsandsystem
interconnections.

The organization maintainsa
comprehensive and accurate
inventory of its information
systems (including cloud
systems, public-facing
websites, andthird party
systems), and system
interconnections.

Maturity Level

X
See note 1 above
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Identify

Risk Management

Question Maturity Level
Ad Hoc Defined Consistently Implemented | Managed and Measurable Optimized
T o what extentdoesthe The organization hasnot The organization has defined, |The organization consistently

organization use standard data
elements/taxonomy to develop
and maintainan up-to-date
inventory of hardware assets
connected to the organization’s
network with the detailed
information necessary for
trackingandreporting (NIST
SP 800-53: CA-7and CM-8§;
NIST SP 800-137; Federal
Enterprise Architecture (FEA)
Framework, v2).

defineda process for using
standard data
elements/taxonomy to develop
and maintainan up-to-date
inventory of hardware assets
connected to the organization’s
network with thedetailed
information necessary for
trackingand reporting.

but not consistently
implemented, a process for
using standard data
elements/taxonomy to develop
and maintainan up-to-date
inventory of hardware assets
connected to the organization’s|
network with the detailed
information necessary for
trackingand reporting.

utilizes its standard data
elements/taxonomy to develop
and maintainan up-to-date
inventory of hardware assets
connected to the organization’s
network and uses this
taxonomy to informwhich
assets can/cannot be
introduced into the network.

T he organization ensures that
the hardware assets connected
to the network aresubject to
the monitoring processes
defined within the
organization's ISCM strategy.

The organization employs
automationtotrack the life
cycle of the organization's
hardware assetswith processes|
that limitthe
manual/procedural methods fo
asset management. Further,
hardware inventories are
regularly updated as part ofthe
organization’s enterprise
architecturecurrent and future
states.

Maturity Level

X
See note 1 above
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Identify

Risk Management

Question

Maturity Level

Ad Hoc

Defined

Consistently Implemented

Managed and Measurable

Optimized

To what extent does the
organization use standard data
elements/taxonomy to develop
and maintainan up-to-date
inventory ofthe software and
associated licenses used within
the organizationwith the
detailed information necessary
for trackingandreporting
(NIST SP 800-53: CA-7,CM8,
andCM-10; NIST SP 800-
137; FEA Framework, v2)?

The organization hasnot
defineda process for using
standard data
elements/taxonomy to develop
and maintainan up-to-date
inventory of software assets
and licenses utilized in the
organization's environment
with the detailed information
necessary for trackingand
reporting.

The organization has defined,
but not consistently
implemented, a process for
using standard data
elements/taxonomy to develop
and maintainan up-to-date
inventory of software assets
and licenses utilizedin the
organization'senvironment
with the detailed information
necessary for trackingand
reporting.

The organization consistently
utilizes its standard data
elements/taxonomy to develop
and maintainan up to-date
inventory of software assets
andlicenses utilized in the

organization's environment and

uses thistaxonomy to inform
which assets can/cannot be
introduced intothe network.

T he organization ensures that
the softwareassetsonthe
network (andtheir associated
licenses) are subject to the
monitoring processes defined
within the organization's
ISCM strategy.

The organization employs
automationtotrack the life
cycle of the organization's
software assets (and their
associated licenses) with
processes that limit the
manual/procedural methods for
asset management. Further,
software inventories are
regularly updated as part of the
organization’s enterprise
architecturecurrentand future
states.

Maturity Level

X
See note 1 above
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Protect

Risk Management

Question Maturity Level
Ad Hoc Defined Consistently Implemented | Managed and Measurable Optimized
To what extent hasthe The organization has not The organization has Informationonthe

organization categorized and
communicatedthe
importance/priority of
information systems in enabling
itsmissions and business
functions (NIST SP 800-53: RA-
2,PM-7,andPM-11; NIST SP
800-60; CSF: ID.BE-3; and FIPS
199)?

categorized and communicated
the importance/priority of
information systemsin
enabling its missions and
business functions.

categorized and communicated
the importance/priority of
information systemsin
enabling its missionsand
business functions.

organization’s defined
importance/priority levels
for its missions, business
functions,and information
is consistently used and
integrated with other
information security areas
to guide risk management
activitiesand investments
in accordance with
applicable requirements and
guidance.

Maturity Level

X
See note 1 above

T o what extent has the
organization established,
communicated, and implemented
itsrisk management policies,
procedures, and strategy that
include the organization’s
processes and methodologies for
categorizingrisk, developinga
risk profile, assessingrisk, risk
appetite/tolerance levels,
respondingtorisk, and
monitoringrisk (NIST 800-39;
NIST 800-53: PM-8,P M-9;
CSF: IDRM-1-ID.RM-3;
OMB A-123; CFO Council ERM
Playbook)?

Risk management policies,
procedures, and strategy have
not been fully defined,
established, and
communicated across the
organization.

Risk management policies,
procedures, and strategy have
been developedand
communicated across the
organization. Thestrategy
clearly statesrisk
management objectivesin
specific and measurable
terms.

The organization consistently
implementsitsrisk
management policies,
procedures, and strategy at the
enterprise, business process,
andinformation system levels.
The organization uses itsrisk
profile tofacilitatea
determination on theaggregate
level andtypes of risk that
managementiswillingto
assume. Further, the
organization is consistently
capturingand sharing lessons
learned on theeffectiveness of
risk management processes
andactivitiesto update the
program.

T he organization monitors and
analyzesits defined qualitative
and quantitative performance
measures on the effectiveness
of itsrisk management
strategy acrossdisciplinesand
collects, analyzes andreports
information on the
effectiveness of itsrisk
management program. Data
supporting risk management
metrics are obtained
accurately, consistently, and in
areproducible format.

The enterprise risk
management program is fully
integrated with other security
areas, such as ISCM, and othe
business processes, such as
strategic planning and capital
planningand investment
control.

Further, the organization's
risk management program is
embedded into daily decision
makingacrossthe
organizationand provides
for continuous risk
identification.

Appendix |




Protect Risk Management
Question Maturity Level
Ad Hoc Defined Consistently Implemented | Managed and Measurable Optimized
X

Maturity Level

See note 1 above
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Protect

Risk Management

Question

Maturity Level

Ad Hoc

Defined

Consistently Implemented

Managed and Measurable

Optimized

Hasthe organizationdefinedan
information security
architectureand described how
that architecture is integrated
into and supports the
organization’s enterprise
architecturetoprovide a
disciplinedandstructured
methodology for managing risk
(NIST 800-39; FEA; NIST 800-
53:PL-8,SA-3,and SA8)?

The organization has not
defined an information security
architectureand its processes
for ensuring that new/acquired
hardware/softwareare
consistentwith its security
architectureprior to
introducing systems intoits
development environment.

The organization has defined
an information security
architectureand described
howthat architecture is
integrated intoand supports
the organization’s enterprise
architecturetoprovide a
disciplined and structured
methodology for managing
risk. In addition, the
organizationhas defineda
processto conduct a security
architecturereviewfor
new/acquired
hardware/software prior to
introducing systems intoits
development environment.

The organization has
consistently implemented its
security architecture across the
enterprise, business process,
andsystem levels. Security
architecturereviewsare
consistently performed for
new/acquired
hardware/software prior to
introducing systems into the
organization's development
environment.

Maturity Level

X
See note 1 above
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Risk Management

Question

Maturity Level

Ad Hoc

Defined

Consistently Implemented

Managed and Measurable

Optimized

T o what degree have rolesand
responsibilities of stakeholders
involvedin risk management,
includingthe risk executive
function/ChiefRisk Officer,
Chief Information Officer, Chief
Information Security Officer,and
other intemal and external
stakeholders and mission specific
resources been defined and
communicated across the
organization (NIST 800-39:
Section 2.3.1and 2.3.2; NIST
800-53: RA-1; CSF:
ID.RM-1-1D.GV-2, OMB
A-123, CFO Council ERM
Playbook)?

Roles and responsibilities have
not been definedand
communicated across the
organization.

Roles and responsibilities of
stakeholders have been defined
and communicated across the
organization.

Roles and responsibilities of
stakeholdersinvolved in risk
management havebeen
definedand communicated
across the organization.
Stakeholders have adequate
resources (people, processes,
andtechnology) to effectively
implement risk management
activities.

The organization utilizesan
integrated risk management
governance structure for
implementing and overseeing
an enterprise risk management
(ERM) capability that manages
risks from information
security, strategic planning and
strategic reviews, internal
control activities, and
applicable mission/business
areas.

The organization’s risk
management program
addresses the full spectrum of
an agency s risk portfolio
acrossall organizational
(major units, offices, and lines
of business) and business
(agency mission, programs,
projects,etc.) aspects.

Maturity Level

X
See note 1 above
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Protect Risk Management
Question Maturity Level
Ad Hoc Defined Consistently Implemented | Managed and Measurable Optimized
To what extent hasthe Policiesand procedures for the | Policies and procedures for the [ T he organization consistently | T he organization monitors and| T he organization employs

organization ensured that plans of
action and milestones
(POA&MSs)are utilized for
effectively mitigating security
weaknesses (NIST SP 800-53:
CA-5; OMB M-04-25)?

effectiveuse of POA&MSsto
mitigate security weaknesses
have not been defined and
communicated.

effectiveuse of POA&Ms
have been definedand
communicated. T hese policies
and procedures address, at a
minimum, the centralized
tracking of security
weaknesses, prioritization of
remediation efforts,
maintenance, and independent
validation of POA&M
activities.

implements POA&Ms, in
accordance with the
organization's policiesand
procedures, toeffectively
mitigate security weaknesses.

analyzes qualitativeand
quantitative performance
measures on the effectiveness
of itsPOA&Mactivitiesand
uses that informationto make
appropriate adjustments, as
needed, to ensure that its risk
posture is maintained.

automationtocorrelate
security weaknesses amongst
information systemsand
identify enterprise-wide trends
andsolutionson anearreal-
time basis. Furthermore,
processesare in place to
identify and manage emerging
risks, in addition toknown
security weaknesses.

Maturity Level

X
See note 1 above
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Question Maturity Level
Ad Hoc Defined Consistently Implemented | Managed and Measurable Optimized
T o what extent hasthe Policiesandproceduresfor |Policiesandproceduresfor  [System risk assessmentsare | T he organization consistently

organization defined,
communicated, and
implemented its policies and
procedures for conducting
system level risk assessments,
including for identifyingand
prioritizing (i) internal and
external threats, including
through use of thecommon
vulnerability scoring system, or
other equivalent framework (ii)
internal and external asset
vulnerabilities, including
through vulnerability scanning,
(iii) the potential likelihoods and
business impacts/consequences
of threats exploiting
vulnerabilities, and (iv)
selectingand implementing
security controlsto mitigate
system-level risks (NIST 80037;
NIST 800-39; NIST 80053: PL-
2,RA-1; NIST 800-30;
CSF:ID.RA-1-6)?

system level risk assessments
andsecurity control
selections have not been
defined and communicated.

system level risk

assessmentsand security
control selections are defined

and communicated. In

addition, theorganization
hasdevelopeda tailored set

of baseline criteriathat

provides guidance regarding
acceptable risk assessment
approachesandcontrolsto

be evaluatedtailoredto

organizational and system

risk.

performed and appropriate
security controlsare
implemented on a consistent
basis. T he organization utilizes
the common vulnerability
scoringsystem, or similar
approach, to communicate the
characteristics and severity of
software vulnerabilities.

monitors the effectiveness of
risk responses toensure that
enterprise-wide risk tolerance
is maintained at an appropriate
level.

Maturity Level

X

See note 1 above
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Protect

Risk Management

Question Maturity Level
Ad Hoc Defined Consistently Implemented | Managed and Measurable Optimized
10. Towhat extentdoesthe T he organization has not The organization has The organization ensuresthat | The organization employs

organization ensure that
information about risks are
communicated in a timely manner
to all necessary internal and
external stakeholders (CFO
Council ERM Playbook; OMB
A-123)?

defined how
information about risks
are communicatedin a
timely manner toall
necessary internal and
external stakeholders.

definedhowinformation
about risksare
communicated in a timely
manner toall necessary
internal and external
stakeholders.

information about risks is
communicatedin atimelyand
consistent mannertoall
internal and external
stakeholders with a need-to
know. Furthermore, the
organization actively shares
informationwith partnersto
ensure that accurate, current
informationis being
distributed and consumed.

robust diagnostic and reporting
frameworks, including
dashboards that facilitate a
portfolioviewof interrelated
risks across the organization.
T he dashboard presents
qualitative and quantitative
metrics that provide indicators
of risk.

Through theuse of risk
profilesanddynamic reporting
mechanisms, the risk
management program provides
a fully integrated, prioritized,
enterprise-wide viewof
organizational riskstodrive
strategy and business
decisions.

Maturity Level

X
See note 1 above
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Question Maturity Level
Ad Hoc Defined Consistently Implemented | Managed and Measurable Optimized
11. Towhat extentdoesthe The organization has not The organization has The organization ensures that | The organization uses

organization ensure that specific
contracting language (such as
appropriate information security
and privacy requirementsand
material disclosures, FAR
clauses, and clauses on
protection, detection,and
reporting of information) and
SLAs are included in
appropriate contracts to mitigate
and monitor the risks related to
contractor systems and services
(FAR Case 2007-004; Common
Security Configurations; FAR
Sections: 24.104, 39.101,
39.105, 39.106, 52.239-1;
President's Management
Council; NIST 800-53: SA-4;
FedRAMP standard contract
clauses; Cloud Computing
Contract Best Practices; FY
2017 CIO FISMA Metrics: 1.7,
1.8).

defineda processthat
includes information security
andother business areas as
appropriate for ensuring that
contractsand other
agreements for contractor
systemsandservices include
appropriate clausesto
monitor therisksrelated to
such systemsand services.
Further, the organization has
not defined its processes for
ensuringappropriate
information security
oversight of contractor
provided systems and
services.

defineda processthat
includes information
security and other business
areasasappropriate for
ensuring that contractsand
other agreements for third
party systemsand services
include appropriate clauses
to monitor therisks related
to such systemsand
services. In addition, the
organization has defined its
processes to ensurethat
security controls of systems
or services provided by
contractors or other entities
on behalf of the
organization meet FISMA
requirements, OMB policy,
andapplicable NIST
guidance.

specific contracting language
and SLAs are consistently
included in appropriate
contractsto mitigate and
monitor therisksrelatedto
contractor systems and
services. Further, the
organization obtains sufficient
assurance that the security
controls of systems or services
provided by contractors or
other entities on behalfof the
organizationmeet FISMA
requirements, OMB policy,
andapplicable NIST guidance.

qualitative and quantitative
performance metrics (e.g.,
those definedwithin SLASs) to
measure, reporton,and
monitor information security
performance of contractor

operated systems and services.

Maturity Level

X
See note 1 above
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Protect

Risk Management

Question Maturity Level
Ad Hoc Defined Consistently Implemented | Managed and Measurable Optimized
12. Towhat extentdoesthe The organization has not The organization has identified| T he organization consistently |The organization uses

organization utilize technology
(such asa governance, risk
management, and compliance
tool) toprovide a centralized,
enterprise wide (portfolio) view
of risksacross the organization,
including risk control and
remediationactivities,
dependencies, risk scores/levels,
and management dashboards
(NIST SP 800-39; OMB A-123;
CFO Council ERM Playbook)?

identified and defined its
requirements for an
automated solution to provide
acentralized, enterprise wide
(portfolio) viewof risks
across the organization,
includingrisk control and
remediation activities,
dependences, risk
scores/levels, and
management dashboards.

and defined its requirements
for an automated solution that
providesa centralized,
enterprise wide view of risks
across the organization,
including risk control and
remediationactivities,
dependencies, risk
scores/levels, and management
dashboards.

implements an automated
solution across theenterprise
that provides a centralized,
enterprise wide viewof risks,
including risk control and
remediation activities,
dependencies, risk
scores/levels, and
management dashboards. All
necessary sources of risk
information are integrated into
the solution.

automationto perform
scenario analysis and model
potential responses, including
modeling the potential impact
of athreatexploitinga
vulnerability and theresulting
impact toorganizational
systemsand data.

The organization has
institutionalized the use of
advanced technologies for
analysis of trendsand
performance against
benchmarks to continuously
improve its risk management
program.

Maturity Level

X
See note 1 above
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Protect

Risk Management

Question

Maturity Level

Ad Hoc Defined Consistently Implemented [ Managed and Measurable Optimized

13. Provide any additional
information on theeffectiveness
(positiveor negative) of the
organization’s risk management
program that was not noted in
the questionsabove. Taking
into consideration theoverall
maturity level generated from
the questions above and based
on all testing performed, isthe
risk management program
effective?

The position of CIO was vacant for 7 months of the fiscal year. The ClO started the job on February 5,
2017, and left the Council on July 22, 2017. Without a ClO, the Council lacked the expertise to monitor
security risks and to change security controls to mitigate new rising threats.

Therefore, the Council’s risk management program is not effective.

Overall Score for Risk
Management

X
See note 1 above
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Question

Maturity Level

Ad Hoc

Defined

Consistently Implemented

Managed and
Measurable

Optimized

14.

T o what degree have the roles
andresponsibilities of
configuration management
stakeholders been defined,
communicated across the
agency, and appropriately
resourced (NIST SP 800-53:
CM-1; SP 800-128: Section 2.4)?

Rolesandresponsibilities at
the organizational and
information system levels for
stakeholdersinvolved in
information system
configuration management
have not been fully defined
and communicated across the
organization.

Rolesandresponsibilities at
the organizational and
information system levels for
stakeholdersinvolvedin
information system
configuration management
have been fully definedand
communicated acrossthe
organization.

Stakeholders have adequate
resources (people, processes,
andtechnology) to
consistently implement
information system
configuration management
activities.

Staff are assigned
responsibilities for developing
and maintaining metrics onthe
effectiveness of information
system configuration
management activities. T he
organization’s staff is
consistently collecting,
monitoring, analyzing, and
updating qualitative and
quantitative performance
measures acrossthe
organizationand s reporting
data on the effectiveness of the
organization’s information
system configuration
management program to the
Chief Information Security
Officer.

Maturity Level

X
See note 1 and 2
above
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Protect

Configuration Management

Question Maturity Level
Ad Hoc Defined Consistently Implemented Managed and Optimized
Measurable

15. Towhat extentdoesthe The organization hasnot The organization has The organization has The organization monitors, | The organization utilizes
organization utilize an enterprise [developedan developedan consistently implementedan |analyzes, andreportsto automationtoadapt its
wide configuration management |organizationwide organizationwide organizationwide stakeholders qualitativeand  |configuration management
plan thatincludes, ata minimum,|configuration configuration configurationmanagement  |quantitative performance plan andrelated processes and
the following components: roles |management plan with management plan that plan and has integrated its plan|measures on the effectiveness |activitiestoa changing
andresponsibilities,including  [the necessary includes the necessary with itsrisk managementand |of itsconfiguration cybersecurity landscape on a
establishmentofa Change components. components. continuous monitoring management plan,usesthis  |near real-time basis (as
Control Board (CCB) or related programs. Further, the informationtotake corrective |definedby the organization).
body; configuration management organization utilizeslessons |actionswhen necessary, and
processes, including processes learnedin implementationto [ensuresthat data supporting
for: identifying and managing make improvementsto its the metricsisobtained
configuration items during the plan. accurately, consistently, and
appropriate location within an in areproducible format.
organization’s SDLC;
configuration monitoring; and
applying configuration
management requirements to
contracted systems (NIST
800-128: Section2.3.2; NIST
80053: CM-9).

X
Maturity Level See note 1 and 2
above
16. Towhat degree have The organization has not The organization has The organization consistently |T he organization monitors, On anear real-time basis, the

information system
configuration management
policiesand procedures been
defined and implemented across
the organization? (Note: the
maturity level should take into
considerationthe maturity of
questions17,18,19,and21)
(NIST SP 800-53: CM-1; NIST
800-128:2.2.1)

developed, documented,
anddisseminated
comprehensive policies
and procedures for
information system
configuration
management.

developed, documented, and
disseminated comprehensive

policiesand procedures for

managing the configurations

of itsinformation systems.

Policiesand procedures have

been tailoredtothe
organization's environment
and include specific
requirements.

implementsits policiesand
procedures for managing the
configurations of its
information systems. Further,
the organization utilizes
lessons learnedin
implementation to make
improvementsto its policies
and procedures.

analyzes, andreportsonthe
qualitative and quantitative
performance measures on the
effectiveness of its
configuration management
policiesand procedures and
ensures that data supporting
the metrics is obtained
accurately, consistently, and
in areproducible format.

organization actively adapts it
configuration management
plan andrelated processes and
activitiestoachanging
cybersecurity landscape to
respondto evolvingand
sophisticated threats.

I-17
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Question Maturity Level
Ad Hoc Defined Consistently Implemented Managed and Optimized
Measurable
X

Maturity Level

See note 1 and 2

above
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Protect

Configuration Management

Question Maturity Level
Ad Hoc Defined Consistently Implemented Managed and Optimized
Measurable
17. Towhat extentdoesthe The organization has not The organization has The organization consistently |The organization employs

organization utilize baseline
configurations for its information
systems and maintain inventories
of related components ata level
of granularity necessary for
trackingandreporting (NIST SP
800-53: CM-2, CM-8; FY 2017
CIO FISMA Metrics: 1.4, 15,
and2.1; CSF: ID.DE.CM-7)?

established policiesand
proceduresto ensurethat
baseline configurations for
itsinformation systems are
developed, documented,
and maintained under
configuration control and
that system components
areinventoriedat a level
of granularity deemed
necessary for trackingand
reporting.

developed, documented, and
disseminated its baseline
configuration and component
inventory policiesand
procedures.

records, implements, and
maintains under configuration
control, baseline
configurations of its
information systemsandan
inventory of related
components in accordance
with the organization's policies
and procedures.

automated mechanisms (such
as applicationwhitelisting and
network management tooks) to
detect unauthorized hardware,
software, and firmwareon its
network andtakeimmediate
actionstolimitany security
impact.

The organization utilizes
technologytoimplementa
centralized baseline
configurationandinformation
system component inventory
process thatincludes
information from all
organization systems
(hardware and software) and is
updated in a near real-time
basis.

Maturity Level

X
See note 2 above
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Protect

Configuration Management

Question Maturity Level
Ad Hoc Defined Consistently Implemented Managed and Optimized
Measurable
18. Towhat extentdoesthe The organization has not The organization has The organization The organization employs The organization deploys

organization utilize configuration
settings/common secure
configurations for its information
systems? (NIST SP 800-53: CM-
6,CM-7,andSI-2; FY 2017CIO
FISMA Metrics: 2.2; SANS/CIS
Top 20 Security Controls 3.7)?

established policiesand
procedures for ensuring that
configuration
settings/common secure
configurations are defined,
implemented, and
monitored.

developed, documented, and
disseminated its policiesand
procedures in thisareaand
developed common secure
configurations (hardening
guides) that are tailoredtoiits
environment. Further,the
organization hasestablished a
deviation process.

consistently implements,
assesses, and maintains
secure configuration
settings for itsinformation
systems based on least
functionality.

Further, the organization
consistently utilizes SCAP
validated software assessing
(scanning) capabilities
against all systemsonthe
network toassessand
manage both code based
and configuration-based
vulnerabilities.

automationto help maintain
an up-to-date,complete,
accurate, andreadily
available viewof the security
configurations for all
information system
components connectedtothe
organization’s network.

system configuration
management tools that
automatically enforce and
redeploy configuration settings
to systemsat frequent intervalg
as defined by the organization
oron an eventdriven basis.

Maturity Level

X
See note 2 above
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Configuration Management

Question Maturity Level
Ad Hoc Defined Consistently Implemented Managed and Optimized
Measurable
19. Towhat extentdoesthe The organization has not The organization has The organization The organization centrally The organization utilizes

organization utilize flaw
remediation processes, including
patch management, to manage
software vulnerabilities (NIST
800-53: CM-3, SI-2; NIST 800-
40, Rev. 3; OMB M-16-04;
SANS/CIS Top 20Control 4.5;
and DHS Binding Operational
Directive 15-01)?

developed, documented, and
disseminated its policies
and procedures for flaw
remediation.

developed, documented, and
disseminated its policies and
procedures for flaw
remediation. Policiesand
procedures include processes
for: identifying, reporting, and
correcting information system
flaws, testing softwareand
firmware updates prior to
implementation, installing
security relevant updates and
patcheswithinorganizational
defined timeframes, and
incorporating flawremediation
into theorganization's
configuration management
processes.

consistently implements its
flaw remediation policies,
procedures, and processes
andensures that patches,
hotfixes, service packs, and
anti-virus/malware softwere
updates are identified,
prioritized, tested, and
installedin atimely
manner. Inaddition, the
organization patches
critical vulnerabilities
within 30 days.

manages its flawremediation
processand utilizes
automated patch management
and software update tools for
operating systems, where
such tools are available and
safe.

automated patch management
and software update tools for
all applications and network
devices, asappropriate, where
such toolsare available and
safe.

Maturity Level

X
See note 1 and 2
above
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Question Maturity Level
Ad Hoc Defined Consistently Implemented Managed and Optimized
Measurable
20. Towhat extenthasthe The organization has not The organization has defined |The organization has

organizationadopted the T rusted
Internet Connection (TIC)
program toassist in protecting its
network (FY 2017 CIO Metrics:
2.26,2.27,2.29; OMB M-08-05)?)

adequately prepared and
plannedto meet the goals
of the TIC initiative. This
includes plans for reducing
and consolidating its
external connections,
routingagency traffic
through defined access
points, and meeting the
critical T IC security
controls.

its plans for meeting the goals
of the TIC initiative and its
processes for inventorying its
external connections, meeting
the defined T IC security
controls, and routing all agency
traffic through defined access
points. Further the agency has
identifiedthe TIC 2.0
capabilitiesenabled by its
provider, the critical
capabilitiesthat it manages
internally, andthe
recommended capabilities that
are provided through the TIC
provider or internally.

consistently implemented
its TICapproved
connectionsand critical
capabilitiesthat it manages
internally. The organization
has consistently
implemented defined TIC
security controls, as
appropriate,and
implemented actionsto
ensure that all agency
traffic, includingmobile
andcloud, are routed
through defined access
points, as appropriate.

Maturity Level

X
See note 1 above.
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Protect

Configuration Management

Question Maturity Level
Ad Hoc Defined Consistently Implemented Managed and Optimized
Measurable
21. Towhat extenthasthe The organization has not The organization has The organization consigently | T he organization monitors,

organizationdefinedand
implemented configuration
change control activities
including: determination of the
typesof changesthatare
configuration controlled; review
andapproval/disapproval of
proposed changes with explicit
consideration of security impacts
andsecurity classification ofthe
system; documentation of
configuration change decisions;
implementation of approved
configuration changes; retaining
records of implemented changes;
auditingandreviewof
configuration changes; and
coordinationand oversight of
changes by the CCB, as
appropriate (NIST 800-53: CM2,
CM-3).

developed, documented, and
disseminateditspoliciesand
procedures for managing
configuration change control.
Policiesand procedures do not
address, at aminimum, oneor
more of the necessary
configuration change control
related activities.

developed, documented,
anddisseminatedits
policiesand procedures
for managing
configuration change
control. The policiesand
procedures address, at a
minimum, the necessary
configuration change
control related activities.

implements its change
control policies, procedures,
and processes, including
explicitly consideration of
security impacts priorto
implementing changes.

analyzes, andreportsonthe
qualitative and quantitative
performance measures on the
effectiveness of itschange
control activitiesand ensures
that datasupportingthe
metrics is obtained
accurately, consistently, and
in areproducible format.

Maturity Level

X
See note 1 and 2
above
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Question Maturity Level

Ad Hoc Defined Consistently Implemented Managed and Optimized
Measurable

22. Provide anyadditional

information on theeffectiveness . . . .
(positiveor negative)ofthe |1 lack of the CIO for a portion of the year allows room for the Council to grow its configuration

organization’s configuration  |management program from defined into the higher ratings. The risks are mitigated by the fact that most of

nmoinr?(?f:c]?Qttﬁgogl::gmtaﬁsve the Council’s systems and related change controls are outsourced, adequate, and effective.
Takinginto consideration the
maturity level generated fromthe [Therefore, the Council’s Configuration Management program is not effective.
questions above and based on all
testing performed, isthe
configuration management
program effective?

Overall Score for X
Configuration See note 1 and 2
Management above
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Identity and Access Management

Question

Maturity Level

Ad Hoc

Defined

Consistently Implemented

Managed and
Measurable

Optimized

23. T o what degree have the rolesand

responsibilities of identity,
credential, and access

management (ICAM) stakeholders|

been defined, communicated
acrossthe agency, and
appropriately resourced (NIST

800-53: AC-1,1A-1,PS-1; and the

Federal Identity, Credential,and
Access Management Roadmap
and Implementation Guidance
(FICAM))?

Rolesandresponsibilities at
the organizational and
information system levels for
stakeholdersinvolved in ICAM
have not been fully defined and
communicated acrossthe
organization.

Rolesandresponsibilities at
the organizational and
information system levels for
stakeholdersinvolved in ICAM
have been fully definedand
communicated acrossthe
organization. Thisincludes, as
appropriate, developingan
ICAM governance structure to
align and consolidate the
agency’s ICAM investments,
monitoring programs, and
ensuringawareness and
understanding.

Stakeholders have adequate
resources (people, processes,
andtechnology) toeffectively
implement identity, credential,
andaccess management
activities.

Staff are assigned
responsibilities for
developing, managing, and
monitoring metrics on the
effectiveness of ICAM
activities. Theorganization’s
staff is consistently collecting,
monitoring, and analyzing
qualitative and quantitative
performance measures across
the organizationand is
reporting data onthe
effectiveness of the
organization’s identity,
credential, and access
management program.

Maturity Level

X
See note 1 above
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Protect

Identity and Access Management

Question

Maturity Level

Ad Hoc

Defined

C onsistently Implemented

Managed and
Measurable

Optimized

24. T o what degree doesthe
organizationutilize anICAM
strategy to guide its ICAM

processes and activities (FICAM)?,

The organization has not
developedan ICAM strategy
that includesareviewof
current practices (“as-is"
assessment), identification of
gaps (from a desired or "to-be
state"), andatransition plan.

The organization has defined
its ICAM strategy and
developed milestones forhow
it plansto align with Federal
initiatives, including strong
authentication, the FICAM
segment architecture, and phase
2 of DHS's Continuous
Diagnostics Mitigation (CDM)
program, asappropriate.

T he organization is
consistently implementing its
ICAM strategyandison
track tomeet milestones.

The organization has
transitionedtoits desired or
"to-be" ICAM architecture
andintegratesits ICAM
strategy and activities with
itsenterprise architecture and
the FICAM segment
architecture.

On anear real-time
basis, the organization
actively adapts its ICAM
strategy andrelated
processes and activities
to achanging
cybersecurity landscape
to respondto evolving
and sophisticated threats.

Maturity Level

X
See note 1 above
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Identity and Access Management

Question

Maturity Level

Ad Hoc

Defined

Consistently Implemented

Managed and Measurable

Optimized

25.

To what degree have ICAM
policiesand procedures been
defined and implemented?
(Note: the maturity level should
take into considerationthe
maturity of questions 27 through
31) (NIST 800-53: AC-1and
1A-1; Cybersecurity Strategy
and Implementation Plan
(CSIP); and SANS/CIS Top 20:
14.1).

The organization hasnot

developed, documented, and
disseminated its policiesand

procedures for ICAM.

The organization has
developed, documented, and
disseminatedits policies and
procedures for ICAM. Policies
and procedures have been
tailoredto theorganization's
environmentand include
specific requirements.

The organization
consistently implements its
policiesand procedures for
ICAM, including for
account management,
separationofduties, least
privilege, remote access
management, identifier and
authenticator management,
andidentificationand
authentication of
nonorganizational users.
Further, the organization is
consistently capturingand
sharinglessons learnedon
the effectiveness of its
ICAM policies, procedures,
and processes to update the
program.

The organization uses
automated mechanisms (e.g.
machine-based, or user based
enforcement), where
appropriate,to manage the
effectiveimplementation of
itspoliciesand procedures.
Examples of automated
mechanisms include network
segmentation based on the
label/classification of
informationstored onthe
servers; automatic
removal/disabling of
temporary/emergency/inactive
accounts, use of automated
toolsto inventory and manage
accountsand perform
segregation of duties/least
privilege reviews.

The organization
employsadaptive
identificationand
authentication
techniquesto assess
suspicious behavior and
potential violations of
its ICAM policiesand
procedureson nearreal-
time basis.

Maturity Level

X
See note 1 above
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Identity and Access Management

Question Maturity Level
Ad Hoc Defined Consistently Implemented Managed and Measurable Optimized
26. Towhat extenthasthe The organization has not The organization hasdefined |T he organization ensures The organization employs On anear-real time

organizationdevelopedand
implemented processes for
assigning personnelrisk
designations and performing
appropriate screening prior to
grantingaccesstoits systems
(NIST SP 800-53: PS-2, PS- 3;
and National Insider Threat
Policy)?

defined its processes for
assigning personnelrisk
designations and performing
appropriate screening prior to
grantingaccesstoits systems.

itsprocesses for ensuring that
all personnel are assigned risk
designationsand appropriately
screened prior to being granted
accessto itssystems.
Processes havebeen defined
for assigning risk designations
for all positions, establishing
screeningcriteria for
individuals fillingthose
positions, authorizing access
followingscreening
completion, and rescreening
individuals on a periodic basis.

that all personnelare
assignedrisk designations,
appropriately screened
prior to being granted
system access, and
rescreened periodically.

automationto centrally
document, track,and share risk
designationsand screening
information with necessary
parties, as appropriate.

basis, the organization
evaluates personnel
security information
from various sources,
integratesthis
information with
anomalous user behavior
data (audit logging)
and/or its insider threat
activities, and adjusts
permissions accordingly.

Maturity Level

X
See note 1 above
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Identity and Access Management

Question Maturity Level
Ad Hoc Defined Consistently Implemented Managed and Optimized
Measurable
27. Towhat extentdoesthe The organization has not The organization has defined |The organization ensures

organization ensure that access
agreements, including
nondisclosure agreements,
acceptable use agreements, and
rules of behavior, as appropriate,
for individuals (both privileged
andnon- privileged users) that
accessits systemsare completed
and maintained (NIST SP 80053:
AC-8,PL-4,andPS-6)?

defined its processes for
developing, documenting, and
maintaining access agreements
for individuals that access its
systems.

its processes for developing,

documenting, and maintaining

access agreements for
individuals.

that access agreements for
individuals are completed
prior to access being
grantedto systemsandare
consistently maintained
thereafter. The
organization utilizes more
specific/detailed
agreements for privileged
users or those withaccess
to sensitiveinformation, as
appropriate.

Maturity Level

X
See note 1 above
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Identity and Access Manage ment

Question Maturity Level
Ad Hoc Defined Consistently Implemented Managed and Optimized
Measurable
28. Towhat extenthasthe The organization has not The organization has planned |T he organization has Allnon-privileged users The organization has

organizationimplementedstrong
authentication mechanisms (PIV
or Level of Assurance 4
credential) for non-privileged
users to accessthe organization's
facilities, networks, and systems,
including for remote access

planned for the use of strong
authentication mechanisms for
non-privileged users of the
organization’s facilities,
systems, and networks,
including for remote access. In
addition, theorganization has

for the use of strong
authentication mechanisms for
non-privileged users of the
organization’s facilities,
systems, and networks,
including the completion of
Eauthentication risk

consistently implemented
strong authentication
mechanisms for non-
privileged users of the
organization’s facilities
andnetworks, including
for remote access, in

utilize strong authentication
mechanisms to authenticate
to applicable organizational
systems.

implemented an
enterprise-wide single
sign on solution andall
of the organization's
systems interface with
the solution, resultingin
an ability to manage user

(CSIP; HSPD-12; NIST SP 800- [not performed e-authentication| assessments. accordance with Federal (non-privileged)
53: AC-17; NIST SP 800-128;  [risk assessmentstodetermine targets. accounts and privileges
FIPS201-2; NIST SP 800-63;  |which systemsrequire strong centrallyandreporton
and Cybersecurity Sprint)? authentication. effectiveness on anearly
real-time basis.
X

Maturity Level

See note 1 above
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organizationimplementedstrong
authentication mechanisms (PIV
or Level of Assurance 4
credential) for privileged usersto
access the organization's facilities,
networks, and systems, including
for remote access

(CSIP; HSPD-12; NIST SP 800-
53: AC-17; NIST SP 800-128;
FIPS201-2; NIST SP 800-63;
and Cybersecurity Sprint)?

planned for the use of strong
authentication mechanisms for
privileged users of the
organization’s facilities,
systems, and networks,
including for remote access. In
addition, theorganization has
not performed e-authentication
risk assessmentsto determine
which systems require strong
authentication.

for the use of strong
authentication mechanisms for
privileged users of the
organization’s facilities,
systems, and networks,
including the completion of E-
authentication risk assessments.

consistently implemented
strong authentication
mechanisms for privileged
users of the organization’s
facilities and networks,
including for remote
access, in accordance with
Federal targets.

All privileged users utilize
strong authentication
mechanisms to authenticate
to applicable organizational
systems.

Question Maturity Level
Ad Hoc Defined Consistently Implemented Managed and Optimized
Measurable
29. Towhat extenthasthe The organization has not The organization has planned |T he organization has

The organization has
implemented an
enterprise-wide single
sign on solution andall
of the organization's
systems interface with
the solution, resultingin
an ability to manage user
(privileged) accounts
and privileges centrally
andreport on
effectivenesson anearly
real-time basis.

Maturity Level

X
See note 1 above
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organization ensure that
appropriate
configuration/connection

requirements are maintained for
remote access connections? This

includes the use of appropriate

cryptographicmodules, system
time-outs, and the monitoring and
control of remote access sessions

(NIST SP 800-53: AC-
17, S1-4;andFY 2017 CIO
FISMA Metrics: Section 2).

definedthe
configuration/connection

requirements for remote access

connections, including use of
FIPS140-2 validated

cryptographicmodules, system

time-outs, and monitoringand
control of remote access
sessions (NIST 800-53: AC-
17).

its configuration/connection

requirements for remote access,

connections, including use of

cryptographicmodules, system

time-outs, and howit monitors
and controls remote access
sessions.

that FIPS140-2 validated
cryptographicmodulesare
implemented for its remote
access connection method(s),
remote access sessions time
out after 30 minutes (or
less), andthat remote users'
activitiesare loggedand
reviewed based on risk.

that end user devices have
been appropriately
configured prior to allowing
remote access andrestricts
the ability of individuals to
transfer data accessed
remotely tononauthorized
devices.

Protect Identity and Access Manage ment
Question Maturity Level
Ad Hoc Defined Consistently Implemented Managed and Optimized
Measurable
30. Towhat extentdoesthe The organization has not The organization has defined |The organization ensures The organization employs
organizationensure that defined its processes for itsprocesses for provisioning, [that itsprocesses for automated mechanisms
privileged accountsare provisioning, managing, and | managing, and reviewing provisioning, managing, (e.g. machine-based, or user
provisioned, managed, and reviewing privileged accounts. | privileged accounts. Defined |andreviewingprivileged based enforcement) to
reviewed in accordance withthe processes coverapproval and |accountsare consistently support the management of
principles of least privilege and tracking, inventoryingand implementedacrossthe privileged accounts,
separation of duties? validating, and loggingand organization. The including for the automatic
Specifically, thisincludes reviewing privileged users' organization limits the removal/disabling of
processes for periodic review accounts. functionsthat can be temporary, emergency, and
andadjustment of privileged performedwhen using inactive accounts, as
user accounts and permissions, privileged accounts; limits appropriate.
inventorying and validating the the durationthat privileged
scope and number of privileged accountscan be loggedin;
accounts, and ensuring that limitsthe privileged
privileged user account activities functionsthat can be
are logged and periodically performed using remote
reviewed (FY 2017 CIO FISMA access; andensures that
metrics: Section2; NIST SP privileged user activities are
800-53: AC-1,AC-2 (2),AC-17; logged and periodically
CSIP). reviewed.
Maturity Level X
y See note 1 above
31. Towhat extentdoesthe The organization has not The organization has defined |The organization ensures The organization ensures The organization has

deployeda capability to
rapidly disconnect
remote access user
sessions based on active
monitoring. Thespeed
of disablement varies
based on the criticality
of missions/business
functions.
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Question

Maturity Level

Ad Hoc

Defined

C onsistently Implemented

Managed and
Measurable

Optimized

Maturity Level

X

See note 1 above
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Identity and Access Management

Question

Maturity Level

Ad Hoc

Defined

Consistently Implemented

Managed and
Measurable

Optimized

32.

Provide any additional
information on theeffectiveness
(positiveor negative) of the
organization’s identity and access
management program that was
not noted in the questions above.
Takinginto consideration the
maturity level generated fromthe
questions above and based on all
testing performed, isthe identity
and access management program
effective?

The lack of the CIO for a portion of the year allows room for the Council to grow its identity and access
management program from defined into the higher ratings. The risks are mitigated by the fact that most of

the Council’s systems and related change controls are outsourced, adequate, and effective.

However, more progress needs to be made. As a result, the Council’s Identity and Access Management

program is not effective

Overall Score for

Identity and
Access

Management

X
See note 1
above
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Question

Maturity Level

Ad Hoc

Defined

Consistently Implemented

Managed and Measurable

Optimized

33. T o what degree have the rolesand

responsibilities of security
awareness andtraining program
stakeholders been defined,
communicated across the agency,
and appropriately resourced?
(Note: thisincludes therolesand
responsibilities for theeffective
establishment and maintenance
of an organization wide security
awareness andtraining program
as well asthe awarenessand
training related roles and
responsibilities of systemusers
andthose with significant
security responsibilities (NIST
800-53:

AT-1; and NIST SP 800- 50).

Rolesand responsibilities
have not been defined,
communicated across the
organization, and
appropriately resourced.

Rolesandresponsibilities have
been definedand
communicated acrossthe
organizationand resource
requirements have been
established.

Roles and responsibilities for
stakeholdersinvolvedin the
organization’s security
awareness andtraining
program have been defined
and communicated across the
organization. In addition,
stakeholders have adequate
resources (people, processes,
andtechnology) to consistently
implement security awareness
andtraining responsibilities.

T he organization has assigned
responsibility formonitoring
andtrackingthe effectiveness
of security awareness and
training activities. Staffis
consistently collecting,
monitoring, and analyzing
qualitative and quantitative
performance measures on the
effectiveness of security
awarenessandtraining
activities.

Maturity Level

X

34. T o what extent does the

organization utilize an assessment
of the skills, knowledge, and
abilities of its workforce to
provide tailored awareness and
specialized security training
within the functional areas of:
identify, protect, detect, respond,
andrecover (NIST 800-53: AT-2
and AT -3; NIST 800-50: Section
3.2;

Federal Cybersecurity Workforce
Assessment Act 0f 2015; National
Cybersecurity

Workforce Framework v1.0;
NIST SP 800-181 (Draft); and
CIS'SANS Top 20:17.1)?

The organization hasnot
defined its processes for
conducting an assessment of
the knowledge, skills, and
abilities of its workforce.

The organization has defined
itsprocesses for conductingan
assessment of the knowledge,
skills, and abilities of its
workforce to determine its
awareness and specialized
training needs and periodically|
updating itsassessmentto
account fora changing risk
environment.

The organization has
conducted an assessment of
the knowledge, skills, and
abilities of itsworkforce to
tailor itsawareness and
specializedtrainingand has
identified its skill gaps.
Further, the organization
periodically updates its
assessment toaccount fora
changingrisk environment. In
addition, theassessment
servesasakey input to
updating the organization’s
awareness andtraining
strategy/plans.

T he organization has
addressed all of its
identified knowledge,
skills, and abilities gaps.
Skilled personnel have been
hiredand/or existing staff
trainedto developand
implement theappropriate
metricstomeasure the
effectiveness of the
organization’s training
program in closing
identified skill gaps.

The organization’s personnel
collectively possessa training
level such that the
organization can demonstrate
that security incidents resulting
from personnel actions or
inactions are being reduced
over time.
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Question

Maturity Level

Ad Hoc

Defined

Consistently Implemented

Managed and Measurable

Optimized

Maturity Level

X
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Maturity Level

awareness and specialized
security training policies and
procedures been defined and
implemented? (Note: the maturity
level should take into
consideration the maturity
questions 37 and 38 below)
(NIST 800-53: AT-1through AT-
4;and NIST 800-50).

developed, documented, and
disseminateditspoliciesand
procedures for security
awareness and specialized
security training.

developed, documented, and
disseminatedits
comprehensive policiesand
procedures for security
awareness and specialized
security trainingthat are
consistentwith FISMA
requirements.

implements its policiesand
procedures for security
awareness and specialized
security training.

Question
Ad Hoc Defined Consistently Implemented [ Managed and Measurable Optimized

35. Towhat extentdoesthe The organization has not The organization has defined |The organization has T he organization monitorsand | T he organization’s security
organization utilize a security definedits security awareness | its security awareness and consistently implementedits |analyzes qualitativeand awareness and training
awareness andtraining andtrainingstrategy/planfor |trainingstrategy/planfor organization-wide security  |quantitative performance activitiesare integrated across
strategy/planthat leveragesits ~ |developing, implementing, developing, implementing, and awareness and training strategy| measures on the effectiveness | other security-related domains
organizational skills assessment [and maintainingasecurity | maintaininga security andplan. of its security awarenessand | For instance, common risks
andis adaptedto its culture? awareness and training awareness andtraining trainingstrategiesandplans. |andcontrol weaknesses,and
(Note: the strategy/plan should ~ [Program thatistailoredtoits [program thatistailoredtoits The organization ensures that | other outputs of theagency’s
include the following components; mission and risk environment.| mission and risk environment. data supportingmetricsare risk managementand
the structure of theawareness and obtainedaccurately, continuous monitoring
training program, priorities, consistently, andin a activities informany updates
funding, the goals of the program, reproducible format. that needto be made tothe
target audiences, types of security awareness and training
courses/material for each program.
audience, use of technologies
(such as email advisories, intranet
updates/wiki pages/social media,
web based training, phishing
simulation tools), frequency of
training, and deployment methods
(NIST 80053: AT-1; NIST 800-
50: Section 3)).

Maturity Level X
36. T o what degree have security The organization has not The organization has The organization consistently | The organization monitorsand | On a near real-time basis, the

analyzes qualitativeand
quantitative performance
measures on the effectiveness
of its security awareness and
training policiesand
procedures. T he organization
ensures that data supporting
metricsare obtained
accurately, consistently, and
in areproducible format.

organization actively adapts it§
security awareness and training
policies, procedures, and
program toa changing
cybersecurity landscape and
provides awareness and
training, asappropriate,on
evolvingandsophisticated
threats.
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Question

Maturity Level

Ad Hoc

Defined

Consistently Implemented

Managed and Measurable

Optimized

Maturity Level

X
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Question

Maturity Level

Ad Hoc

Defined

Consistently Implemented

Managed and Measurable

Optimized

37.

To what degree doesthe
organization ensure that security
awareness training is provided to
all system usersand istailored
based on itsorganizational
requirements, culture, and types of]
information systems? (Note:
Awareness training topics should
include, asappropriate:
consideration of organizational
policies, rolesand
responsibilities, secure e-mail,
browsing, and remote access
practices, mobile devicesecurity,
secure use of social media,
phishing, malware, physical
security, and security incident
reporting (NIST 800-53:

AT-2; FY 17 CIO FISMA
Metrics: 2.23; NIST 800-50: 6.2;
SANS Top 20: 17.4).

The organization has not
defined its security awareness
material based on its
organizational requirements,
culture, andthe types of
information systems that its
users have accessto. In
addition, theorganization has
not defined its processes for
ensuringthatall information
system usersare provided
security awareness training
prior to systemaccessand
periodically thereafter.
Furthermore, the organization
hasnot defined its processes
for evaluating and obtaining
feedback on its security
awarenessandtraining
program and usingthat
informationtomake
continuous improvements.

The organization has defined
andtailoredits security
awareness materialand
delivery methods based on its
organizational requirements,
culture, andthe types of
information systems that its
users have accessto. In
addition, theorganization has
defined its processes for
ensuringthat all information
system usersincluding
contractorsare provided
security awareness training
prior to systemaccessand
periodically thereafter. In
addition, theorganization has
defined its processes for
evaluatingand obtaining
feedback on its security
awareness andtraining
program and usingthat
informationto make
continuous improvements.

The organization ensures that
all systems users complete
the organization’s security
awareness training (or a
comparable awareness
training for contractors) prior
to system accessand
periodically thereafter and
maintains completion
records. T heorganization
obtains feedback onits
security awareness and
training programand uses
that informationto make
improvements.

The organization measures
the effectiveness of its
awareness training program
by, for example, conducting
phishingexercisesand
following up with additional
awareness or training, and/or
disciplinary action, as
appropriate.

The organization has
institutionalizeda process of
continuous improvement
incorporating advanced
security awareness practices
andtechnologies.

Maturity Level

X
See note 1 above
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Maturity Level

Ad Hoc

Defined

Consistently Implemented

Managed and Measurable

Optimized

38.

To what degree doesthe
organizationensure that
specialized security training is
providedto all individuals with
significant security
responsibilities (as definedin
the organization's security
policiesand procedures) (NIST
800-53: AT-3and AT-4; FY
17 CIO FISMA Metrics: 2.23)?

The organization has not
defined its security training
material based on its
organizational requirements,
culture, andthe types of roles
with significant security
responsibilities. In addition,
the organization has not
defined its processes for
ensuringthat all personnel
with significant security roles
andresponsibilitiesare
provided specialized security
training prior to information
system access or performing
assigned duties and
periodically thereafter.

The organization has defined
itssecurity training material
based on itsorganizational
requirements, culture,and the
typesof roleswith significant
security responsibilities. In
addition, theorganization has
defined its processes for
ensuring that all personnel with
assigned security rolesand
responsibilitiesare provided
specialized security training
prior to information system
access or performing assigned
dutiesand periodically
thereafter.

The organization ensures
individuals with significant
security responsibilitiesare
provided specialized security
training prior to information
system access or performing
assigned duties and
periodically thereafter and
maintains appropriate
records. Furthermore, the
organization maintains
specialized security training
completionrecords.

The organization obtains
feedback on itssecurity
training content and makes
updatesto its program, as
appropriate. In addition, the
organization measures the
effectiveness of its specialized
security training program by,
for example, conducting
phishingexercises and
following up with additional
awareness or training, and/or
disciplinary action, as
appropriate.

The organization has
institutionalizeda process of
continuous improvement
incorporating advanced
security training practicesand
technologies.

Maturity Level

X
See note 1 above
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Maturity Level
Question - - —
Ad Hoc Defined Consistently Managed and Measurable Optimized
Implemented

39.

Provide any additional
information on theeffectiveness
(positiveor negative) of the
organization’s security training
program that was not noted in the
questions above. Takinginto
consideration the maturity level
generated fromthe questions
above and based on all testing
performed, is the security training
program effective?

Role-based Security Training Records were maintained for employees and contractors with assigned
However, without a CI1O to monitor the program and continuously
assess risk, the Council has room to improve and there is a risk that the program could not be effective or

security roles and responsibilities.

trainings not managed and measured.

However, more progress needs to be made. As a result, the Council’s Security Training Management
program is not effective.

Overall Score for
Security Training
Management

1-41

Appendix |



Detect ISCM
Maturity Level
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40. T o what extent does the

organization utilize an
information security continuous
monitoring (ISCM) strategy that
addresses ISCM requirements
andactivitiesat each
organizational tier and helps
ensure an organizationwide
approachtoISCM (NIST SP
800-137: Sections 3.1and 3.6)?

The organization has not
developedand
communicated its ISCM
strategy.

The organization has
developedand communicated
its ISCM strategy that
includes: i) considerations at
the organization/business
process level, ii) considerations
at the information system
level, and iii) processes to
reviewand update the ISCM
program and strategy. At the
organization/business process
level, the ISCM strategy
defineshowISCM activities
support risk managementin
accordance with organizational
risk tolerance. At the
information system level, the
ISCM strategy addresses
monitoring security controls
for effectiveness, monitoring
for security status, and
reporting findings.

The organization's ISCM
strategy is consistently
implemented at the
organization/business process
andinformation system
levels. In addition, the
strategy supports clear
visibility intoassets,
awarenessinto
vulnerabilities, up-to-date
threat information, and
mission/business impacts.
The organization also
consistently captures lessons
learnedto make
improvementstothe ISCM
strategy.

T he organization monitors and
analyzes qualitativeand
quantitative performance
measures on the effectiveness
of its ISCM strategy and
makes updates, as appropriate.
T he organization ensures that
data supportingmetricsare
obtainedaccurately,
consistently, andin a
reproducible format.

Theorganization's ISCM
strategy is fully integrated with
its risk management,
configuration management,
incident response, and
business continuity functions.

Maturity Level

X
See note 1 above
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Maturity Level

organization utilize ISCM
policiesand procedures to
facilitate organization-wide,
standardized processesin
support of the ISCM strategy?
ISCM policies and procedures
address, at aminimum, the
followingareas: ongoing
assessments and monitoring of
security controls; collecting
security related information
required for metrics,
assessments, andreporting;
analyzing ISCM data, reporting
findings, andreviewingand
updatingthe ISCM strategy
(NIST SP 800-53: CA-7) (Note:
T he overall maturity level should
take into considerationthe
maturity of question 43)?

hasnot definedits
ISCM policiesand
procedures, at a
minimum, in one or
more of the
specified areas.

procedures have been definedand
communicated for the specified areas.
Further, the policies and procedures have
been tailoredtothe organization's
environment and include specific
requirements.

ISCM policiesand
procedures have been
consistently
implemented for the
specifiedareas. The
organizationalso
consistently captures
lessons learnedto
make improvements to
the ISCM policiesand
procedures.

analyzes qualitativeand

quantitative performance
measures on the effectiveness

of its ISCM policiesand
proceduresand makes

updates, asappropriate. The
organizationensures that data

supporting metricsare
obtainedaccurately,
consistently, andin a
reproducible format.

QS Ad Hoc Defined Consistently Implemented Managed and Optimized
Measurable
41. Towhat extentdoesthe Theorganization |The organization's ISCM policiesand The organization's T he organization monitors ang

The organization's ISCM
policiesand proceduresare
fully integrated with itsrisk
management, configuration
management, incident
response, and business
continuity functions.

Maturity Level

X
See note 1 above
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QS Ad Hoc Defined Consistently Implemented Managed and Optimized
Measurable
42. Towhat extenthave ISCM Rolesand The organization has definedand Definedrolesand The organization’s staff is

stakeholdersandtheir roles,
responsibilities, levels of
authority, and dependencies
been definedand
communicated acrossthe
organization (NIST SP 800-53:
CA-1; NIST SP 800-137; and
FY 2017 CIO FISMA
Metrics)?

responsibilities
have not been fully
definedand
communicated
acrossthe
organization,
including
appropriate levels
of authorityand
dependencies.

communicated the structures ofits ISCM
team, roles and responsibilities of ISCM

stakeholders, and levels of authority and
dependencies.

responsibilitiesare
consistently implemented and
teams have adequate
resources (people, processes,
andtechnology) to
effectively implement ISCM
activities.

consistently collecting,
monitoring, and analyzing
qualitative and quantitative
performance measures
across the organizationand
reportingdataonthe
effectiveness of the
organization’s ISCM
program.

Maturity Level

X
See notes 1 above
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Ad Hoc

Defined

Consistently Implemented

Managed and
Measurable

Optimized

43. Howmature are theorganization's
processes for performing ongoing
assessments, granting system
authorizations, and monitoring security
controls (NIST SP 800-137: Section
2.2; NIST SP 800-53: CA-2, CA-6,and
CA-7; NIST Supplemental Guidance
on Ongoing Authorization; OMB M-
14-03)?

The organization has not
defined its processes for
performing ongoing security
control assessments, granting
system authorizations,and
monitoring security controls
for individual systems.

The organization has defined
its processes for performing
ongoingsecurity control
assessments, granting system
authorizations, and monitoring
security controls for individual
systems.

The organization has
consistently implemented its
processes for performing
ongoingsecurity control
assessments, granting system
authorizations, and monitoring
security controlsto provide a
viewof the organizational
security posture aswell as each
system’s contribution to said
security posture. All security
control classes (management,
operational, technical) and
types (common, hybrid, and
system-specific) are assessed
andmonitored.

The organization utilizesthe
results of security control
assessmentsand monitoringto
maintain ongoing
authorizations of information
systems.

The ISCM programachieves
cost- effective IT security
objectivesand goalsand
influences decision making thaf
is based on cost, risk,and
mission impact.

Maturity Level

X
See notes 1 above
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Question

Maturity Level

Ad Hoc

Defined

Consistently Implemented

Managed and
Measurable

Optimized

a7

Howmature isthe organization's
process for collectingand
analyzing ISCM performance
measures and reporting findings
(NIST SP 800-137)?

The organization has not
identified and defined the
qualitative and quantitative
performance measures that wil
be used to assessthe
effectiveness of its ISCM
program, achieve situational
awareness, and controlongoing
risk. Further,the organization
hasnot definedhow ISCM
information will be shared with|
individuals with significant
security responsibilities and
used to make risk based
decisions.

The organization has identifi
anddefinedthe performance
measures and requirements thatj
will be used to assessthe
effectiveness of its ISCM
program, achieve situational
awareness, and controlonging
risk. In addition, the
organization has defined the
format of reports, frequency of|
reports, and the tools usedto
provide information to
individuals with significant
security responsibilities.

The organization is
consistently capturing
qualitative and quantitative
performance measures on the
performance of its ISCM
program in accordance with
established requirements for
data collection, storage,
analysis, retrieval, and
reporting.

The organization Isable to
integrate metrics on the
effectiveness of its ISCM
program todeliver persistent
situational awareness across
the organization, explain the
environment frombotha
threat/vulnerability and
risk/impact perspective, and
cover mission areas of
operations and security
domains.

On anear real-time basis, the
organization actively adapts its
ISCM program toa changing
cybersecurity landscape and
responds to evolvingand
sophisticated threats in a timely
manner.

Maturity Level

X
See notes 1 above
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Detect ISCM
Maturity Level
S Ad Hoc Defined Consistently Implemented Managed and Optimized
Measurable

45. Provide any additional
information on theeffectiveness
(positiveor negative) of the
organization’s ISCM program
that wasnot notedin the
questions above. Takinginto
considerationthe maturity level
generated fromthe questions
above andbased on all testing
performed, isthe ISCM program
effective?

to change.

The ISCM policies were implemented; however, the C1O position was vacant for 7 months of the year which
puts program at potential risk from a lack of monitoring and oversight perspective, as well as ability to react

However, more progress needs to be made. As a result, the Council’s ISCM program is not effective.

Overall Score for

X
ISCM
Respond | Incident Response
Maturity Level
Quiestion Ad Hoc Defined Consistently Implemented Managed and Optimized
Measurable

46. T o what extent has the organization
defined and implemented its incident
response policies, procedures, plans,
andstrategies, as appropriate, to
respondto cybersecurity events (NIST
SP 800-53: IR-1; NIST 800-61Rev. 2;
FY 2017 CIO FISMA Metrics: 4.1, 4.3,
and4.6) (Note: The overall maturity
level should take into consideration the
maturity of questions 48- 52)?

The organization hasnot
defineditsincident response
policies, procedures, plans, and
strategies in oneor moreof the
followingareas: incident
response planning, toinclude
organizational specific
considerations for major
incidents, incident response
trainingandtesting, incident
detectionandanalysis, incident
containment, eradication, and
recovery; incident
coordination, information
sharing, and reporting.

The organization's incident
response policies, procedures,
plans, and strategies have been
defined and communicated. In
addition, the organization has
established and communicated
an enterprise level incident
response plan.

The organization consistently
implementsitsincident
response policies, procedures,
plans, and strategies. Further,
the organization is consistently|
capturingand sharing lessons
learned on theeffectiveness of
itsincident response policies,
procedures, strategy and
processes to update the
program.

T he organization monitorsand
analyzes qualitativeand
quantitative performance
measures on the effectiveness
of itsincident response
policies, procedures, plans, and|
strategies, asappropriate. T he
organizationensures that data
supporting metrics are obtained
accurately, consistently, and in
areproducible format.

The organization's incident
response program, policies,
procedures, strategies, plans arg
related activities are fully
integrated with risk
management, continuous
monitoring, continuity of
operations, and other
mission/business areas, as
appropriate.
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Respond Incident Response
Maturity Level
Quesien Ad Hoc Defined Consistently Implemented Managed and Optimized
Measurable
X

Maturity Level

See note 1 above

47.To whatextent have incident
response team structures/models,
stakeholders, and theirroles,
responsibilities, levels ofauthority, and
dependencies been defined and
communicated across the organization
(NIST SP 800-53; NIST SP 800-83;
NIST SP 800-61Rev.2; OMB M-16-
03; OMB M-16-04; FY 2017 CIO
FISMA Metrics: 1.6 and4.5; and US-
CERT Federal Incident Notification
Guidelines)?

Roles andresponsibilities have
not been fully definedand
communicated acrossthe
organization, including
appropriate levels of authority
and dependencies.

The organization has defined
and communicated the
structures of itsincident
response teams, rolesand
responsibilities of incident
response stakeholders, and
associated levels of authority
and dependencies. In addition,
the organization has designated
aprincipal security operations
center or equivalent
organization that is accountable|
to agency leadership, DHS, and
OMB for all incident response
activities.

Definedrolesand
responsibilities are consistently]
implemented and teams have
adequate resources (people,
processes, andtechnology)to
consistently implement
incident response activities.

T he organization has assigned
responsibility formonitoring
andtrackingthe effectiveness
of incident response activities.
Staff is consistently collecting,
monitoring, and analyzing
qualitative and quantitative
performance measures on the
effectiveness of incident
response activities.

Maturity Level

X
See note 1 above
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Respond

Incident Response

Maturity Level

organization's processes for
incident detectionand analysis?
(NIST 800-53: IR-4and IR-6;
NIST SP 800-61Rev. 2;
US-CERT Incident Response
Guidelines)

definedacommonthreat
vector taxonomy for
classifyingincidentsand its
processes for detecting,
analyzing, and prioritizing
incidents.

acommon threat vector
taxonomy and developed
handling procedures for
specific types of incidents, as
appropriate. In addition, the
organization has defined its
processes and supporting
technologies for detecting and
analyzingincidents, including
the types of precursorsand
indicatorsand howthey are
generated and reviewed, and
for prioritizing incidents.

utilizesitsthreat vector
taxonomy to classify incidents
and consistently implements
its processes for incident
detection, analysis,and
prioritization. In addition, the
organization consistently
implements,and analyzes
precursors and indicators
generated by, for example, the
following technologies:
intrusion detection/prevention,
security information and event
management (SIEM), antivirss
andantispam software, and file
integrity checking software.

profilingtechniquesto
measure the characteristics of
expected activitiesonits
networks and systems so that it
can more effectively detect
security incidents. Examples of
profilinginclude runningfile
integrity checking software on
hoststo derivechecksums for
critical filesand monitoring
network bandwidth usage to
determine what the average
and peak usage levelsare on
various daysandtimes.
Through profiling techniques,
the organization maintains a
comprehensive baseline of
network operations and
expected dataflows for users
andsystems.

Question Ad Hoc Defined Consistently Implemented Managed and Optimized
Measurable
48. Howmature are the The organization has not The organization has defined |The organization consistently |The organization utilizes

Maturity Level

X
See note 1 above
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Respond

Incident Response

Maturity Level

Question Ad Hoc Defined Consistently Implemented Managed and Optimized
Measurable
49. Howmature are the The organization has not The organization has The organization consistently |T he organization manages and [ T he organization utilizes

organization's processes for
incident handling (NIST 800-53:
IR-4)

defined its processes for

incident handlingtoinclude:

containment strategies for
various types of major
incidents, eradication
activitiestoeliminate
components of an incident
and mitigate any
vulnerabilities that were
exploited, and recovery of
systems.

developed containment
strategies foreach major
incident type. In developing its
strategies, the organization
takesinto consideration: the
potential damage toand theft
of resources, the need for
evidence preservation, service
availability, timeand resources
neededto implement the
strategy, effectiveness ofthe
strategy,and duration ofthe
solution. In addition, the
organization has defined its
processes to eradicate
components of an incident,
mitigate any vulnerabilities
that were exploited, and
recover system operations.

implements its containment
strategies, incident eradication
processes, processes to
remediate vulnerabilities that
may have been exploited on
the target system(s),and
recovers system operations.

measures the impact of
successful incidentsand is
able to quickly mitigate
related vulnerabilities on other
systemsso that they arenot
subject to exploitation ofthe
same vulnerability.

dynamic reconfiguration (e.g.,
changesto routerrules, access
control lists, and filter rules fol
firewalls and gateways) to stop|
attacks, misdirect attackers,
andto isolate components of
systems.

Maturity Level

X
See note 1 above
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Respond

Incident Response

Maturity Level

organization collaboratewith
stakeholdersto ensure on-site,
technical assistance/surge
capabilities can be leveraged for
quickly respondingtoincidents
andenter into contracts, as
appropriate, forincident
response support (FY 2017 CIO
FISMA Metrics: 4.4; NIST SP
800-86).

defined howit will
collaboratewith DHSand
other parties, asappropriate,
to provide on-site, technical
assistance/surge
resources/special capabilities
for quickly respondingto
incidents. In addition, the
organization has not defined
howit plansto utilize DHS
Einstein program for intrusion
detection/prevention
capabilities for trafficentering
and leaving the organization's
networks.

howit will collaboratewith
DHS and other parties, as
appropriate, to provide on-site,
technical assistance/surge
resources/special capabilities
for quickly respondingto
incidents. Thisincludes
identification of incident
response services that may
needto be procuredtosupport
organizational processes. In
addition, theorganization has
defined howit plansto utilize
DHS Einstein program for
intrusion detection/prevention
capabilities for trafficentering
and leaving the organization's
networks.

utilizes on-site, technical
assistance/surge capabilities
offered by DHSor ensures
that such capabilitiesare in
place and can be leveraged
when needed. In addition, the
organizationhasentered into
contractual relationshipsin
support of incident response
processes (e.g., for forensic
support),as needed. T he
organizationisutilizing DHS’
Einstein program for intrusion
detection/prevention
capabilities for trafficentering
and leavingits network.

QUEELEL Ad Hoc Defined Consistently Implemented Managed and Optimized
Measurable
50. Towhat extentdoesthe The organization has not The organization hasdefined |The organization consistently |Incident response metricsare
organizationensure that incident | defined howincident its requirements for personnel [shares information on incident|used to measure and manage
response informationisshared | response informationwillbe |[to reportsuspectedsecurity |activitieswith intemal the timelyreporting of
with individuals with significant |sharedwith individualswith [incidentstothe organization's |stakeholders. Theorganization|incident informationto
security responsibilities and significant security incident response capability [ensuresthat security incidents |organizational officials and
reported to external stakeholders | responsibilities or its within organizationdefined |are reportedto US-CERT, law [external stakeholders.
in atimely manner (FISMA; processes for reporting timeframes. Inaddition, the [enforcement, the Office of
OMB M-16-03; NIST 800-53: IR] security incidentsto USCERT | organizationhasdefinedits [Inspector General, and the
6; US-CERT Incident Notificatior] and other stakeholders (e.g., | processes for reporting security| Congress (for major incidents)
Guidelines) Congress and the Inspector incident informationtoUS-  |inatimely manner.
General, asapplicable) ina | CERT, lawenforcement, the
timely manner. Congress (for major incidents)
andthe Office of Inspector
General, asappropriate.
M ity Level X
aturity Leve See note 1 above
51. Towhat extentdoesthe The organization has not The organization hasdefined [T he organization consistently
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Respond

Incident Response

Question

Maturity Level

Ad Hoc

Defined

Consistently Implemented

Managed and
Measurable

Optimized

Maturity Level

X

See note 1 above
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Respond

Incident Response

Maturity Level

s Ad Hoc Defined Consistently Managed and Measurable Optimized
Implemented
52. Towhat degree doesthe The organization hasnot The organization has identified| The organization | The organization usestechnologiesfor | The organization has

organization utilize the following
technology tosupportits incident

response program?

-Web application protections,
such as web application
firewalls -Eventandincident
management, such as
intrusion detection and
prevention tools, and
incident trackingand
reporting tools - Aggregation
and analysis, such as security
informationandevent
management (SIEM)
products -Malware detection,
such as antivirusand
antispam software
technologies Information
management, such as data
loss prevention File integrity
andendpointand server
security tools (NIST SP 800-
137; NIST SP 800-61, Rev.
2)

identifiedand defined its
requirements for incident
response technologies
neededin one or moreof the
specifiedareasandrelies on
manual/procedural methods
in instances where
automationwould be more
effective.

and fully defined its
requirements for the incident
response technologies it plans
to utilize in thespecified areas.
While tools are implemented
to support some incident
response activities, the tools
are not interoperable tothe
extent practicable,do not
cover all components of the
organization’s network, and/or|
have not been configuredto
collect andretainrelevant and
meaningful data consistent
with the organization’s
incident response policy,
plans, and procedures.

has consistently
implemented its
definedincident
response
technologiesin the
specifiedareas. In
addition, the
technologies
utilizedare
interoperable tothe
extent practicable,
cover all
components of the
organization's
network, and have
been configuredto
collect andretain
relevantand
meaningful data
consistentwiththe
organization’s
incident response
policy, procedures,
andplans.

monitoring and analyzing qualitativeand
quantitative performance across the
organizationand s collecting, analyzing,
andreporting data onthe effectiveness of
itstechnologies for performing incident
response activities.

institutionalizedthe
implementation of advanced
incident response technologies
for analysis of trends and
performance against
benchmarks (e.g., simulation
based technologiesto
continuously determinethe
impact of potential security
incidentstoits I T assets) and
adjustsincident response
processes and security
measures accordingly.

Maturity Level

X
See note 1 above
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Respond Incident Response
Maturity Level
Qresion Ad Hoc Defined Consistently Managed and Measurable Optimized
Implemented

53.

Provide any additional
information on theeffectiveness
(positiveor negative) of the
organization’s incident response
program that was not noted in the
questions above. Takinginto
consideration the maturity level
generated fromthe questions
above andbased on all testing
performed, isthe incident
response program effective?

The CIO position was not consistently filled during the evaluation period. Without a CIO, the Council
lacked the expertise to monitor security risks and to change security controls to mitigate new rising
threats. The Councils policies and procedures were written and approved in May 2017.

As a result, the Council’s Incident Response Management program is not effective.

Additional Information
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Recover

Contingency Planning

Question

Maturity Level

Ad Hoc

Defined

Consistently Implemented

Managed and Measurable

Optimized

54. T o what extent have rolesand

responsibilities of stakeholders
involvedin information systems
contingency planning been
defined and communicated
across the organization,
including appropriate delegations
of authority (NIST 800-53: CP-1
andCP-2; NIST 800-34; NIST
800-84; FCD-1: Annex B)?

Rolesandresponsibilities have
not been fully definedand
communicated acrossthe
organization, including
appropriate delegations of
authority.

Roles and responsibilities of
stakeholders have been fully
defined and communicated
across the organization,
including appropriate
delegations of authority. In
addition, theorganization has
designated appropriate teams to
implement its contingency
planningstrategies.

Rolesand responsibilities of
stakeholdersinvolved in
information system
contingency planning have
been fully definedand
communicated across the
organization. In addition, the
organization has established
appropriate teams that are
ready to implement its
information system
contingency planning
strategies. Stakeholdersand
teams have adequateresources
(people, processes, and
technology) to effectively
implement system contingency|
planningactivities.

T he organization has assigned
responsibility formonitoring
andtrackingthe effectiveness
of information systems
contingency planning
activities. Staff is consistently
collecting, monitoring, and
analyzing qualitative and
quantitative performance
measures on the effectiveness
of information system
contingency planning program
activities, including validating
the operability ofan IT system
or system component to
support essential functions
during a continuity event.

Maturity Level

X
See note 1 above
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Recover

Contingency Planning

Question

Maturity Level

Ad Hoc

Defined

Consistently Implemented

Managed and Measurable

Optimized

55.

T o what extent has the
organizationdefinedand
implemented its information
system contingency planning
program through policies,
procedures, and strategies, as
appropriate (Note: Assignment of
an overall maturity level should
take into considerationthe
maturity of questions 56-60)
(NIST SP 800-34; NIST SP
800-161).

The organization has not
definedits policies, procedures
andstrategies, asappropriate,
for information system
contingency planning.
Policies/procedures/strategies
do not sufficiently address, at 4
minimum, the following areas:
rolesandresponsibilities,
scope, resource requirements,
training, exerciseand testing
schedules, plan maintenance,
technical contingency planning
considerations for specific
types of systems, schedules,
backupsandstorage, and use
of alternateprocessing and
storage sites.

The organization has defined
itspolicies, procedures, and
strategies, as appropriate, for

information system
contingency planning,
includingtechnical
contingency planning

considerations for specific
types of systems, such as

cloud-based systems,
client/server,

telecommunications, and
mainframe based systems.
Areas coveredinclude, ata

minimum, rolesand
responsibilities, scope,
resource requirements,

training, exerciseandtesting
schedules, plan maintenance

schedules, backups and

storage, and use of alternate
processing and storage sites.

The organization consistently
implements its defined
information system
contingency planning policies,
procedures, and strategies. In
addition, the organization
consistently implements
technical contingency planning
considerations for specific
types of systems, including but
not limited to methods such as
server clusteringand disk
mirroring. Further,the
organization is consistently
capturingand sharing lessons
learned on theeffectiveness of
information system
contingency planning policies,
procedures, strategy, and
processes to update the
program.

T he organization understands
and manages its information
and communications
technology (ICT) supply chain
risksrelated to contingency
planningactivities. As
appropriate, the organization:
integrates ICT supply chain
concernsintoits contingency
planning policiesand
procedures, definesand
implementsa contingency plan
forits ICT supply chain
infrastructure, applies
appropriate ICT supply chain
controlstoalternate storage
and processing sites, considers
alternate telecommunication
service providers forits ICT
supply chain infrastructureand
to support critical information
systems.

T he information system
contingency planning program
is fully integrated with the
enterprise risk management
program, strategic planning
processes, capital
allocation/budgeting, and other
mission/business areas and
embedded into daily decision
makingacross the organization

Maturity Level

X

See note 1 above
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Recover

Contingency Planning

Question

Maturity Level

Ad Hoc

Defined

Consistently Implemented

Managed and Measurable

Optimized

56.

To what degree doesthe
organizationensure that the
results of business impact
analysesare used to guide
contingency planning efforts
(NIST 800-53: CP-2; NIST
800-34, Rev. 1, 3.2, FIPS199,
FCD1, OMB M-17-09)?

Processes for conducting
organizational and system
level BIAsandfor
incorporating the results into
strategy and plan development
efforts have not been defined
in policiesand procedures and
are performed in an ad-hoc,
reactive manner.

Processes for conducting
organizational and system
level BIAsand for
incorporating the results into
strategy and plan development
efforts have been defined.

The organization incorporates
the results of organizational
andsystem level BIAsinto
strategy and plan development
efforts consistently. System
level BIAsare integrated with
the organizational level BIA
andinclude: characterization
of all system components,
determination of
missions/business processes
andrecovery criticality,
identification of resource
requirements, and
identificationofrecovery
priorities for systemresources.
Theresultsof theBlAare
consistently usedto determine
contingency planning
requirements and priorities,
including mission essential
functions/high-value assets.

Maturity Level

X
See note 1 above
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Recover Contingency Planning
. Maturity Level
Question Ad Hoc Defined Consistently Implemented [ Managed and Measurable Optimized
57. Towhat extentdoesthe Processes for information Processes for information Information system The organization isable to The information sysem

organization ensure that
information system contingency
plansare developed, maintained,
and integrated with other
continuity plans (NIST 800-53:
CP-2; NIST 800-34)?

system contingency plan
developmentand
maintenance have not been
definedin policiesand
procedures; theorganization
hasnot developed templates
to guide plan development;
and system contingency
plansare developedin an
adhoc mannerwith limited
integrationwith other
continuity plans.

system contingency plan
development, maintenance,
and integrationwith other
continuity areas have been
definedandinclude the
following phases: activation
and notification, recovery, and
reconstitution.

contingency plansare
consistently developed and
implemented for systems, as
appropriate,and include
organizational and system
level considerations forthe
following phases: activation
and notification, recovery, and
reconstitution. In addition,
system level contingency
planning
development/maintenance
activitiesare integrated with
other continuity areas
including organizationand
business process continuity,
disaster recovery planning,
incident management, insider
threat implementation plan (as
appropriate), and occupant
emergency plans.

integrate metrics on the
effectiveness of its
information system
contingency plans with
informationon the
effectiveness of related plans,
such as organizationand
business process continuity,
disaster recovery, incident
management, insider threat
implementation, and occupant
emergency,asappropriateto
deliver persistent situational
awareness acrossthe
organization.

contingency planning
activitiesare fully integrated
with the enterprise rik
management program,
strategic planning processs,
capital allocation/budgeting,
and other mission/business
areas and embedded into
daily decision making across
the organization.

Maturity Level

X
See note 1 above
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Recover

Contingency Planning

Question

Maturity Level

Ad Hoc

Defined

Consistently Implemented

Managed and Measurable

Optimized

58.

To what extent does the
organization perform
tests/exercises of its information
system contingency planning
processes (NIST 800-34; NIST
800-53: CP-3,CP-4)?

Processes for information
system contingency plan

testing/exercises havenot beer
definedand contingency plan
tests for systems are performeg
in an ad-hoc, reactive manner.

Processes for information
system contingency plan
testingand exercises have been
definedand include, as
applicable, notification
procedures, system recovery
on an alternate platform from
backup media, intemaland
external connectivity, system
performance using altemate
equipment, restoration of
normal procedures, and
coordinationwith other
business areas/continuity
plans, andtabletopand
functional exercises.

Processes for information
system contingency plan
testingandexercisesare
consistently implemented.
ISCP testingand exercises are
integrated, tothe extent
practicable, with testing of
related plans, such as incident
response plan/COOP/BCP.

The organization employs
automated mechanisms to
more thoroughly and
effectively test system
contingency plans.

The organization coordinates
information system
contingency plantesting with
organizational elements
responsible for related plans.
In addition, the organization
coordinates plantestingwith
external stakeholders (e.g.,
ICT supply chain
partners/providers), as
appropriate.

Maturity Level

X
See note 1 above
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Recover Contingency Planning
. Maturity Level
Question Ad Hoc Defined Consistently Implemented [ Managed and Measurable Optimized
59. To what extentdoesthe Processes, strategies, and Processes, strategies, and The organization consistently

organization perform
information system backupand
storage, including use of
alternate storage and processing
sites, asappropriate (NIST
80053: CP-6, CP-7,CP-8,and
CP-9; NIST SP 800-34:34.1,
3.4.2,3.4.3;FCD1; NIST CSF:
PR.IP4; and NARA guidance on
information systems security
records)?

technologies for information
system backup and storage,
including the use of alternate
storage and processing sites
andredundant array of
independent disks (RAID), as
appropriate, have not been
defined. Information system
backup andstorage is
performedin an ad- hoc,
reactive manner.

technologies for information
system backup and storage,
including use of alternate
storage and processing sites
and RAID, as appropriate, have
been defined. T he organization
has considered alternative
approacheswhen developing
its backup andstorage
strategies, including cost,
maximum downtimes,
recovery priorities, and
integrationwith other
contingency plans.

implements its processes,
strategies, and technologies for|
information system backup and
storage, including the use of
alternate storage and
processingsitesand RAID, as
appropriate.

Alternate processingand
storage sites are chosen based
upon risk assessments which
ensure the potential disruption
of'the organization’s ability to
initiate and sustain operations
is minimized, andare not
subject to the samephysical
and/or cybersecurity risks as
the primary sites. Inaddition,
the organization ensures that
alternate processingand
storage facilities are configured
with information security
safeguards equivalent to those
of the primary site.
Furthermore, backups of
information at theuser- and
system-levels are consistently
performedandthe
confidentiality, integrity, and
availability of this information
is maintained.

Maturity Level

X
See note 1 above

1-60

Appendix |



Recover

Contingency Planning

Question

Maturity Level

Ad Hoc

Defined

Consistently Implemented

Managed and Measurable

Optimized

60.

To what level doesthe
organization ensure that
information on theplanningand
performance ofrecovery
activities iscommunicated to
internal stakeholders and
executive management teams and
used to make risk based
decisions (CSF: RC.CO-3; NIST
800-53: CP-2,IR-4)?

decisions.

The organization hasnot
defined howthe planning
and performance of recovery
activities are communicated
to internal stakeholdersand
executive management teams
and used to make risk based

The organization has defined
howthe planningand
performance of recovery
activitiesare communicated to
internal stakeholders and
executive management teams.

Informationonthe planning
and performance of recovery
activitiesis consistently
communicated to relevant
stakeholders and executive
management teams, who
utilize the information to make|
risk based decisions.

Metrics on the effectiveness off
recovery activitiesare
communicated to relevant
stakeholdersandthe
organization has ensured that
the data supporting the metrics
are obtained accurately,
consistently, andin a
reproducible format.

Maturity Level

X
See note 1 above
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Recover

Contingency Planning

Question

Maturity Level

Ad Hoc

Defined

| Consistentlylmplemented| Managed and Measurable |

Optimized

61.

Provide any additional
information on theeffectiveness
(positiveor negative) of the
organization’s contingency
planning program that was not
noted in thequestions above.
Takinginto consideration the
maturity level generated fromthe
questions above and based on all
testing performed, isthe
contingency program effective?

The CIO position was not consistently filled during the evaluation period. Without a CIO, the Council
lacked the expertise to monitor security risks and to change security controls to mitigate new rising threats.

As aresult, the Council’s Contingency Planning is not effective.

Overall Score for
Contingency
Planning
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The Council’s information security program and practices was classified into five maturity model levels: ad hoc, defined, consistently
implemented, managed and measurable, and optimized. The FISMA Reporting Metrics were aligned with the five Cybersecurity
Functions. We found the overall maturity level for the Council as “Defined.” The table below shows the counts for the five Cybersecurity

Functions.

Maturity Level Counts
Managed
Maturity Ad Consistently and
Cybersecurity Function Lewel Hoc | Defined | Implemented Measurable | optimized
Function 1: Identify- Risk
Management Defined - 10 2 - -
Function 2A: Protect -
Configuration Management Defined - 6 2 - -
Function 2B: Protect- Identify
and Access Management Defined - 9 - - -
Managed
Function 2C: Protect- Security | and
Training Measurable - - 4 -
Function 3: Detect- ISCM Defined - - - -
Function 4: Respond- Incident
Response Defined - 7 - - -
Function 5: Recover-
Contingency Planning Defined - 7 - - -
Overall Maturity Level Defined
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ST Eco,
- )

RESTORE

S Gulf Coast Ecosystem Restoration Council

*ation ©

October 30, 2017

RMA Associates, LLC
1005 N. Glebe Road, Suite 210
Arlington, Virginia 22201

Re:  Gulf Coast Ecosystem Restoration Council {Council) Federal Information Security
Modernization Act of 2014 Fiscal Year 2017 Evaluation

Gentlemen:

In response to the Council Federal Information Security Modernization Act of 2014 Fiscal Year
2017 Evaluation, the Council agrees with the report that consistent with applicable FISMA
requirements, OMB policy and guidance, and NIST standards and guidelines, the Council’s
information security program and practices were established and have been maintained for the five
Cybersecurity Functions and seven FISMA Metric Domains. This program included the
implementation of a defined Risk Management Framework that implements NIST defined security
controls and periodic audits which has resulted in the Council's ability to manage organizational
risk and implement and maintain an effective information security program. In addition the Council
worked to ensure that a qualified individual was assigned as the Chief Information Officer
to ensure the information security program is effective and consistently implemented across the
Council's systems.

The Council also does not dispute the finding that the Council’s information security program and
practices were formalized and documented but not consistently implemented for the period July 1,
2016 through June 30, 2017. As the report states, the Council has already taken corrective action
to correct the deficiency, and will continue its efforts to consistently implement, manage and
measure its [T security program at an optimized level in order to support projects and programs to
achieve the goals and objectives of the RESTORE Act for restoration in the Gulf Coast region.

Ben Scaggs
Acting Executive Director
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Treasury OIG Website

Access Treasury OIG reports and other information online:
http://www.treasury.gov/about/organizational-structure/ig/Pages/default.aspx

Report Waste, Fraud, and Abuse
OIG Hotline for Treasury Programs and Operations — Call toll free: 1-800-359-3898
Gulf Coast Restoration Hotline — Call toll free: 1-855-584.GULF (4853)
Email: Hotline@oig.treas.gov

Submit a complaint using our online form:
https://www.treasury.gov/about/organizational-structure/ig/Pages/OigOnlineHotlineForm.aspx
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